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— Buffer overflow
— Defense against buffer overflow
— Incomplete mediation

e Malware
— Types of malwares

— Typical malwares
— Malware detection



N

oO=..00 A== s
Lao.:r.wc - DMOMM ol
Wems H-Tn2
- pag uUA._EE@_._|U O]
.__n_A N . ——n 3 Q
1 7l _L__ﬁxof. Luo
SUIST S e 2
=lHa X m__ﬂl <UL =
ob  X= =0z _
U<lv2 AR5 SAar
“z= 90Tz D2
_uxma RI0H M 75 MO
<13 200U BB G ol
SZFMM S TE
|

CH
— L
- W

T I B~ |



Buffer Overtlow
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D120 39 puffer 0122l code

AN IO I A& data

O) L& Ho| a2 A stack

Ol I O M2 &5 & v

EH &

— Buffer= data, stack, &£&= 1
heap S0 UH =. heap
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void foo(int a)
1

char buff[20];

bUff[ZZ] = O;

return; bUff
}

return addr <«— Dbuff[22]

int main(void)
1 3

foo(3);
}




Buffer overflowz 2lst L&

= buff[22] = 0; S0
E s} Wet
return address®| £
S 022 HHEE

e S (| ZLEH
Program Counter
(PO ER=E o=z
Olsol ¥9d= £

Ooll
A

buff

T— overflow

3




Buffer overflow=S 0|&2¢et &2

« MalwareE bufflil &
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Detense against
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e Random canaries
é Buffer overflow &= S0l= Ade HEs 80 & =0 ItLt
2I0IE E§0 M= &8 = AlZ206H)| & &
- OIS 5J1 ok AI=E Al% A0l randomt 8L E canary& =23

D

e Swap out 84! 9] canary

& == At= random canary% SSHM EH M= sHS o)l &
— CanaryJt Q= HIOIXIE ZHZ swap outst § —1 H O] X 0ff CH

St page fauItDP ShAH A I’O—ZOE 2=

10



Al GSH OF O S

= O O M '
A St=AIHOA 2 HOIAIDHDE &, )]
MI| RS ggarf 5l E2 2

et HIOI X2 NX J
HOIN= ad< ¢ si= HIOI X[
- PCOF NX HIEDJt A &0 = HIOIXIZ 0lS3te E

a:’HOl D—Ia| = MX SH

S A“EﬁJI(H Puol=0F BdotAl 25
=& ot=RMNUH A NX bit= HlésoHOIE =
- BIZAE NX bits S50l =2 JAHO0F S

11



D rree

u

[ree

Ya
e

SR

f

F

1
L
-0
il
>
tor

= =
er overflow

24 9| 37|} buffer 3AJ| OILHCI X
— http://www.buyall.com/order/custom=100&goodid=1001&co

|0

—h

= Al
10§ #2352 1 k=0l 10,000

A=l web query
AES
— http://www.buyall.com/order/custom=100&goodid=1001&co

unt=1&price=10000
e 100 1)2HO[ 1001t

unt=10&price=10000
| queryl| LHE=2

DM

12
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Malwares
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— Virus
—Worm
— Trojan horses
— Backdoors
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Virus
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Trojan horses
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Brain virus
Morris worm

Code red
SQL slammer
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Srain Virus
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Code Red
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SQL Slammer
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Malware Detection

e \irus signature
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Modification detection
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