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Passphrase

BFAl
O T

m S U =282 0|2
id : alice
pw : boating with Tom was very exciting

R 2X2 YL £2 WS EIAIZ

FO4 2l

0l
ol
rir

Ol

m Linux, OpenBSD, Solaris, FreeBSD, NetBSD, OpenSSL

m Password®t X &= R0 passphrase 21t &

2xol & 2NSS X8E

m =& The day April 6 when | met Dorothy
s Pw: TdABwIimD

st=2a & o
ﬂ-E le-ol &

SO0lA Al



Password Management

m ARE 229 =X
At o Z = AIE X}
AAEN 22| X 2elote 82 - B2 JI2E AFE
m 22X &E
FIH 2 AFEXAZS2 ARIEE ZAHOF & — AR
NBE & US
m OfLIC| Gl=¢ct HAREE= AIAE! MAM0 |&0l &
n ol=¢ct HEC=Z g F HA0IL INARE It 3
ts
m HARES HE
FI| oz HAGNOF &
MEX= HARE HE2 AHE
m J|GH)] 2 HAREZ B R LE
== HZ0t JIH AFS

« ZjO WARCS



Password MGNT (Cont.)

St 2 olst [1Fs M E 1)
MEBISS 2t NHIOICHCIE IAKEE J[2A31012 4018 - S
AT AR
StLISl Forst MU= ®A MHS OE S @

m Online attack
S A= log=in 20| LAY id2F passwordES
=0| &= MWDKl passwordE bR IIH &2
2

1 EE ASHO IHARAE A2 AIEJE & Z0] &= 32



HAE &=

m Online attack@ 2 THetE [ HAE =2 ¢ 0|4 5205t X

EH
=
m 0) ATMOIIA 381 AL£C2 HIZES 4 A1 Al HES &
m B2 HEES 2| oAM= 22/ X0H L& HOF &
n MHIA IR SHS LMAZ £ US
SAAIE D2z 2 HE0W Se HAR=S3 G50l 8588
2eli A2 €2 0l 8= & « 8l
; | o

A M= A8 =5 otk &
= S CU#I(HI/\-I‘ HE &=
cC

= 24 Ect0F &



m 20 il BFEAAES HEAEXN Dl H&
of= &8

&2 1 Online attack=S Soll AIAEN SH=2 S22 A IHAH
CERRSFYUE &= US

m IHARE2 HAI=2 UE 0N H&Eot= & 8-
01 A A 2=E= THARKEE ofAIotH €2 2 &=
IHARKE GHAIE Hl W
22 X= online attack@ 2 A|AEIN SHLHZIE IHAREE
AE o+ g3
SAAA= INARE oAl WE = AAC] AFEEA = A offline
attack=2 A&



" A
Oftline Attack

n AN 4E
hashed password file i%
IHWARE Al ZEZ ) A
IHARE MMM A&

m IHAREDHE

/T O =g
ENe]

—/ L—
m SAUY

SH AAEO SH AIRT
ST AAEC 2o AIEX
Olo| \|ABIO| S AIZ T
010 A|AEIO| 210 AZ X}

M
N
=
>
@
Ok
J¥
=
10

10



1S IHAR =S F==ot) 1 ofAlS 1,000002] It LHe| o Al 2+ Bl 1w
A

(©)
IHARE ALE S ALEotXl 2= [
X

n I 264/( 1000) = 264/211 = 255 «— 224 D2}
HHARAE AHME AISE S [

n EABH 1O HAKED APEO US &S 1 -0.9100 = f

m B oAl 3z 1 22001/210 = 29 1 9F 5003/ 2] SHAl HHLZ HARE =5 &3
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" A
Salting

m Salt
2t passwordOtCH = XI random number
ANZXH0CH CHE gé=2 JHS
US| X E2 M= password fileOf] H& &

m Password filelil= S 82=01 M& S
User ID
h(pw | s)
Salt s
m S AL| oAl FHaE 3l SIHF =&
2t oAl 20| CHE saltdl 28 & QUL
ot A= Xt2| passwordE 2ot ™ A H = salt



0
fr ron

ANEL} S2E Plol IHARAS MES] IHARAE=SS] HAIE o
3l ==
SYUSHOHAIDL 2AE 22 BR 500,000

10%2] oHAIDE U= &S B [f st A=A SH= st ol Al H & 3=
m 0.1 X219+ (0.9 x 220 = 9,96 x 105
XN ASASE Al = F B AEA SE ANE
m 0.1 X219+ 0.9 x 0.1 x (220 + 219) + 0.92 x (2 x 219 + 220)
1000JH2] IHA SR &0 CHoll A
0.1 x 219 +
0.9 x 0.1 x (220 + 219) +
0.92 x 0.1 x (2 x 220 + 219) +
0.93 x 0.1 x (3 x 220 + 219) +
N
0.999 x 0.1 x (999 x 220 + 219) =~ 9,961 x 106 < 224

F

13



'_
carte d'assurance maladie

B vitale

Ssmart Card

From Wikipedia
m Processor, memory, 12|31 cryptography module S0| L& = e 3]
o] It
m Public key certificate, private key s=2 M &
m Smart card readerJt CRLE gl €= = A= R U &2z 2150|

Ol2HE

1 ==gF (nonce) : AIAE - ADIEDIE

oo B AUSAH  ADEIE — AIAE!

3. Lh==gtoll CHoll DHeID| 2 &AHEH A MY 2 R - ADEJIE — AIAE

4. ANABI2 dX ME2S 256t CRLSSE0 221 S A lEIE &0l
m AUIE JIEQ & AR KNI ADLE =2 FCI0IX| = 0OloH0F &

O AFEXHIAI PIN 2 R+

0 S3AXNC HEHS =52 )] /ol It E322 otk &
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AT QIAIAtS] @5

— 1 O —

m J|Ct= (flaud rate)
CIE A0 XA EZ OISR = "2

m 222 (insult rate)
AMNEAIF OIS BHA| Zot= B
m M QAN NG EAES QA
thresholdgt= & =Al2|= A
ot Z 9| H|=0| 2

m =2 2F & (equal error ra

x



AH T | Y} tH

M T OlAl BFHEd

m A 2CIAl (Fingerprint recognition)
§1§8 AE0CH T2 AIZ2H0] AAdtole & Hd & g Al
AN=8 gl : HAZ, &=, 24 =
EAMHE A=L &0 20| AHLE Z2tAl= &

m S OIAl (Palm print recognition)
S0 £012Ho =D 20| S 22 DIGHE N HEY =4
2t 2=Jtet OHCIo| =, £012tS ol 20|, 2629 Ll S
= HOlH=ZE MH&
OlAI WA O] WS
20| AEHDF el HIR D A ARIF 22 (EER =0})

17


http://crpsi.or.kr/new_crpsi/10jimun.html

m S QA (Iris Scan)

=ME O0|0lKXl=2 od&tet & S4d HE
A SH0| HY ) LM SO HAGHA S
HIOIE A2l
s SME SHMY 2E = 2XH& wavelet transform 88 —
256 byte iris code M &

2 Hluw

M Hamming distance ;
2 XAl &= bitdt kI & k/2048

ZXIotAl H= bit=2| b=

m 2ULA Ol threshold : 0. 82 0|2HO| A & X
CH& ANl =0] Oftul AR S 2 f&as =~ Q3
s (O[E 2 2= %g SE=S S0l S 0lAl

18



Authentication

= J|

uny <0 -
5 @ 5
I o =N
cTH__l ol U
Uyt o
U::.__l o =)
a - O —
O 3y m_
10y o 3

W= K5 ®
Mol ©5s =

Riyr M i
50 C._ BoAT . K0
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ﬁﬁAé o@
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<M B3 = o
S Zop MR
UM = Jio KD I

il 5 23
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Tl e
ol=<Klyg &=
Sl Al
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0 O
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Access Matrix

4 =
O
O ofn
a6l
A
ol
<| M
m D K
X3
I 5
5 O

&

= access control matrix, &2 Ml
0

c
At

o
110

ol

-

.

adoh)| &

At 4= AbE 30l CHol Al &1 01 2%

= 0
— 1o

= <t

Ny
L
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oy n
o o

or

= o)

MNJ W

Ol 22HJH01H 12958 JH 2

= Xget A4E

=
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2724 50001,
40| R
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o
Ol= &
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" A
Access Control List

m ACL, 82 M0 =5
m 27 A2 0l CHolh 8201 olsE =x=2 der=
Cto DIAE
o) CIERE el B : (&2lA, SI1/M4T]), (&, &)

£ (Authrization list)

=
F RO UM H2E & 9= RS ekl 2
A E

o) & : (I A, &421), (CI=HE2I B, $171)

m

Aot =
)

21



Multilevel Security

m CIEHH 2ot224 (MLS)
m 85 = HAYySS S50 et 6 SHAHZ L=
m 2 =X=0| 2 A0 et &2 o= BRW et # &
m 0f]) O 22A2 250 CHSt security level
top secret
secret
confidential
unclassified

m FS A0 GHol A &2 201 =&
Bell-LaPadula model
m Biba (integrity) model

22



Bell-LaPadula (BLP) Model

m JIE J|IE2X0 HEfO CIHH B
m 339705 %0l David Elliott Bell2} Leonard J. La Padula0®fl 2|oH Al

m 2J4 2| mandatory access control (MAC)2t 1JH2] discretionary
access control (DAC)2 &4

TEheOISngieO?ecurity property : =Xl S= AN EBL =2 22 244 O
= 21= T BA .

*—property : =X S&= AMECL 2 =2 4 OUl & == SiL}.
S (discretionary) 20t E4 - 82 HHE ol E2H 2E=2
NE=2=lD

m HdE=BoHE I EZE 2UA =2 2 5285 fie

m P gZe jegs = 22
=Ne R[22t HEH BtE g HeIIL?

23



Biba Model

CHEHi 20| 2HH 7=

19779 Kenneth J. BibaJt Xl ot

2ot =
The simple integrity axiom : =Xl S= AN EL &2 224 == I}
A 22X O A= = Sl

The *—integrity axiom : =Ml S& AANEBL =2 F
DHHI OO0l &€ == SiLt.

;—l— >0 —— T 4
o2 AE0 BAE OEE HeZ auAI

Ol A

o OrEl ) KA E L
0

THOIAS B MG A EE2 ot R0lA o= KAIEX &=L
SHg A= J2d2 SSHA =2 22 2HOHA Hel
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Covert Channel
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Covert Channel
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Inference Control

KO ., Ol
0 oL <0 A, h
sy o ol
o o8 wu_.l m.__
= o - 1O
- CM __Mm 100 KO
m q 5 __ﬂ_ JIJ .malur
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—1Irewall

m 2ot ol 2 2 WIASS ANHECEMN 2R
HO ZE2H| subnet= E3561)| {8 Z2EH AAE

m Soffdl &0 el sd Jtset 3l 1€ Xl =et
218 AEE

m & B2 O AFEH ~ LAN S22 HIER A

m FX =2 HE CHY Y 28 CIHU = HAZ&Zot=
gatewayOll & Xl

m 220 [t

packet filter, application gateway, proxy server s0| UAS

30



Packet Filter

m J|Z=HOl HEHCl firewall
m Network layerOll siEot= TCP / UDP packet= & Al 6}
O ST OIRE AT
m SA S =
source / target IP address
port number, TCP flag

m 24 &5 : Access Control List 0|2

A _.C_ECE (CY= & %E'Il ot X A [CY= i Ee tﬂi OIE%I

o L 1 LS - T 41— 1 =
m tfe=ot (&= =dot2=2 ST S
n RES R3lots AN %S
Ol) BIOlAADE ZeteEl s EE ipEFH2 MY

31



»
Cisco System Router0| A1 2] ACL
22| 0

access-list 1 permit tcp 202.31.100.0 0.0.0.255
access-list 1 permit 128.100.211.0 0.0.0.255
access-list 2 permit udp 200.100.0.0 0.0.255.255
iInt s O

> 1Ip access-group 1 1In

> ip access-group 2 out
> N/

32




Application Gateway

g AOIEA0l, S8 ZSA (application proxy) SC&& =€
oll:ll-I—I o=z UFE}U#O“/H A Y J—lE %%ﬁija"
o |

Cl|ent; application gatewayOll Al server0fl &=0t10 AHlA =4l
2 Al JIEZ2 2EHSH

ClientJt serverfil Hl 20X =5 &

Appli_cation gatewayc F=d&l=l ABIA00 CHoll BHOI AL @FE
H3et F clienttlH &8

Ol) email MHIASl B spam

[]

>

m

il A5 A

o

AC Ol=2
T (=)

a

m al = 2H AA
NE s +E0 BEHYS +HE » US
A
Hals2 X2 189 H0IH HRl2 Z2edlof ot =2 QHolE &4
SSotEl SE= Xelot)|0f 2t

33



Proxy Server

MO gerver Hets &9 Z M clientJt serverdf &
| © = MBIAZE O|206tE=

[ Qv [

(-
25 serverdlt NHlZ06t
= server

roxy server?t application gateway2| Xi0|
Proxy server= BtE= Al gatewaylf] &g 22 83
Proxy server= caching=S =& &

L2t proxy server

Caching proxy server, web proxy, anonymizing proxy server,
hostile proxy, intercepting proxy server, transparent proxy
Server, reverse proxy server, circumventor, content filter, etc.

L ol -4

34



Proxy Servers

m (Caching proxy server
Ol M0l 222 UIOIEH E cachingol SACHIF L-ot= clientO H M
HERD 85 40 &=

m Web proxy
= Jls2 & HOIXI IHAOIXIS EHEY Jlsk =&stCt. (content
filtering web proxy)
Browser0fl St= 2AI9] web pageZ HHol= &P T =88 (portable
browser &)

m Anonymizing proxy server
Clientot XtA2| ip BEE servertilH SHUWX == dilF== MH (Bl
O 322 HIESECZ M &)

A8 HE2 2440 HUHES

35



Proxy Servers (Cont.)

m Hostile proxy

=2 A} C%F_Cl =9I\

9“*E101| A X0t =
| Interceptlng Proxy server

Gateway 2} proxy serverE Zetst & el

LIE 2O L2 2 Olsole 2= s4 2 HHE
B Transparent Proxy server

ANEXIF proxyll &=2MHE A& 2ot 20|
SGEe= 0= A proxy

BECH JHE : non—transparent proxy server
m Reverse Proxy Serverl (next page)

>k
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Reverse Proxy Server
__I_l

m 1 O|&tel ser
dserver Jle B 2+
Proxy

m Server &0 23 A&

cryptography : SSL hardware accelerators= 0| Z0t( server
O &S FotE =Y

load balancing : gl & 2

=M & A serverl 2ol

caching : At og2e d82= B2l 10, 1 QAE0| Mo+

serverOff SWAl &0 & X

compress . network throughp

security : proxyJt serverE &f

<
@
uin
HU
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Proxy Servers

m Circumventor
proxy serverE 0| &0t blocked siteE R &2
Proxy
firewall A siteE ip addressZ J1 26t XHEHE (black list)
circumventorE firewall2| black list0f| i%ul Al Z22 A=z A8

AMNE XK= circumventorOl Hl CHAF servertf]l Tt A= CHAlI =6}
S5t 1] ZE B3

m Content filter
S| &=t packet filter= circumventor?t €2 K3 2= 22X =2

2
1>

=]
AEZE Bt

H

St

d=s E2 IHE, a2 ss 400 XH 6F= 24
n 2 UHES ﬁEE Zek, 2ce &3, 28, NS, 74, Al S22 #=
n JIRAEE SHotH AE
s HIOIHA IHE =S Z A0t B0l A S 2HE oI &
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'_
Circumventor

subnet
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Intrusion Detection

m Intrusion : At Ol CHoll ol &Kl 22 &
m Intrusion detection : intrusionO| EA}HLE Aot ASS S0t
I}E,Ii O

— -

m Intrusion detection system (IDS) : intrusion detection
?IoH JHE = system
m [DSC & Al &4 H HANQl =xs EH
Ol) 103 Ol& IHARIE AT
o) BA0 820K &= Wl st XISE 82 AT
m DS 2= (Xl &0 [Het)
Sighature—based IDS
Anomaly—based IDS
m EX AW 2 IDS =&
Host—based |IDS
Network—based IDS (NIDS)

Ul
4y
2
Ql
S
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Signature—based |IDS

m S NHIA AME SO UGS V=S HIEO=Z & (L E Stct
m J|E 322 EAZ2 DBl M&EdH &1 event (packet . file
download S)JF &4k [HOICH & AL
m O Xl
HEXOl 2701 AlE

ZHIEH HI0|H A BHAl IR &40 IHE (virus signature) Hl 1
Network packet= & Aot 52 packetl! X E ZHE
m A Z2HAN FES HEYUN Hol M= 02 if=2 2 =6t H E Xl

2 9] otkl =&
SHAHE I HOFA Ol (el pattern matching overhead &}t

41



Anomaly—based |IDS

R SXN YHOZ HA HHE RHE I, &
T ALEROH CHEE SHIXIOF A ALER S CHECH

D BEE s A0S MAGHE AIAE

m 2ted BB = 1 statistic approach, feature
selection, Bayesian statistics, covariance
matrices, belief network, predictive pattern
generation, neural networks, etc.

42



" A
Statistic Approach

1
|.

/(1 <
&FER Al
AFEH AL
eometric distance

R=(M,-S)*+(M,—-S,)2+--+(M_-S_)?
m H| &4 &EH &

Dic| &8st SAX AUl ol 7> H 2l BF

Y 0x O
m mA

=z 07 b

() [
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Statistic Approach (Example)

QA HE EUXI(1=2h) | HA(M) =HI(S)
1 |HE 85 Blk 123 &% 0.4 0.5
2 | File A read freaq. 702 &)1 0.3 0.2
3 | File B write freaq. 143 M| 0.7 0.8
4 | Server C access freq. 43| &= 0.2 0.35
5 | File D execute freq. 503 &M 0.45 0.41

R=(0.4-0.5)2+(0.3-0.2)% + (0.7 —0.8)? + (0.2 0.35)® + (0.45—0.41)? = 0.0541
R=0.0541<0.1=H

IS

(@]

el

A HXI HE 0.10Ict & T — E& A
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OpenSSL= O|=¢eF 2§ Al

> E

=l

2ol MALM B = .hash subdirectory
A
@)

-

(-

oIS NEE MUMNBOR ASH

JH el —'GH/\I ESN %D *| .hash/abc.ixt
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FLF 2

9
= HIAIKIE &

O O
m 0L MAAE S
N 2 XIotAl &=L
abc.txt

.hash/abc.txt

y

( =53 }—

=Pl

Jio

H
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2 Y 3 YN

m Source file editing and compile
Edit hashNsign.c

gcc -g -Wall -o hashNsign hashNsign.c verify.c -

Icrypto

m |nitialize or make signatures
./hashNsign -1 AlicePriv.pem
m [ntrusion detection

./hashNsign -c AlicePub.pem
m Main code

S Clale el e =0 Ciol signatureE Bt= L
Subdirectory0il CHollAM = &2 = £=SHolk| £ S

opendir(), readdir(), closedir() &%& ol€st0 C|!
=2 A2 Hele

stat() &2 S_ISREG() IH22E Soff LEt It elX|

on M

t()

M
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Main Code

assert(dirp = opendir('."));
while((dentry = readdir{(dirp)))
if(dentry->d _ino = 0){
res = stat(dentry->d _name, &statBuf);
IT (res == 0 && S ISREG(statBuf.st mode)){
it (strcmp(argv|[l], "-1"")==0)
hashNsign(argv[2], dentry->d name);
else 1t (strcmp(argv[l], "-c')==0)
verifty(argv|[2], dentry->d name);
else
assert(l);

}

+
closedir(dirp);




" A
Structure of hashNsign(o, n)

m Parameters
T8 arg p: JHCI9| Ot ™

H =l

2T arg n: M AAEE OHY

m Structure
HOIIIE 4] EVP 201420 detset Aige* A&
m IO IS 2= PEM_read_RSAPrivateKey() &

I Cl

=2= 21

s EVP_PKEY_set1_RSA() &=+2 I| XX HE
s o1 8L A8E= M-
StAZ=

s EVP SignUpdate() St e U

MXF MEE .hash AEC|EE 2| 01| ?H &t
m provideSubdir() &4+=Z =0 subdirectory path & &
abc.txt — ./.hash/abc.txt
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hashNsign()

fp = fopen(privFile, "rb'");

rsaPriv = PEM _read RSAPrivateKey(fp, NULL, NULL, NULL);
fclose(fp);

pkey = EVP_PKEY_new();

res = EVP_PKEY_setl RSA(pkey, rsaPriv);

/* make signature — 5&°2| &I} MY FAF */

provideSubdir(sfn, dirn, fn);

1T (stat(dirn, &finfo)==-1)
mkdir{dirn, 0700);

fp = fopen(sfn, "w');

fwrite(sign, 1, signSize, fp);

fclose(fp);



verify()

fp = fopen(pubFile, "rb"™); assert(fp);

rsaPub = PEM_read RSAPublicKey(fp, NULL, NULL, NULL);

fclose(fp);
pkey = EVP_PKEY_ new();
res = EVP_PKEY_setl RSA(pkey, rsaPub);

provideSubdir(sftn, dirn, fn);

fp = fopen(stn, "r'"); assert(fp);
signSize = fread(sign, 1, SIGNSZ, fp);
fclose(fp);

/* verify and clear memory — 5&2| &MIAH

a1l JAF ¥/
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P50

m HO|&E . B=

n 2 D200 23S HS AIXSIH 4 XA ZIHI| QIS A
of JHOIFIDF ACHD JIEGIH TS 22 BHE HAH 23| 2=
ME 2D K54S 2018 5 JES AlIREHT

AHAICL DRI IS A MY AEAE BH=L

OIS M AEAS CAUN B30 Kol BT QIS ME CAN
SSotdl, OISAE E=L.

atherel SIHI| IS AE CANl LE oA &E=CF CANH oY IS A
b 8l BR0= He & JIChel = ThAl R & stCt.

AHA O A THEIC] REst SR CISME 5 &Eet = MMEE AIS

otCt.

n HD 4% DR2MES & H20I0 PEE £ AT
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