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Distribution Center (KDC)

m Key
m AZ|E0e M A2 A J| 22l & =i E 2
A= =X
B AL EAISZ2HY] HIE S8a= 2
m KDCO| LHet AFZ At S5 OHA
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KDC= A2l &AIZ &0l
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KDC =24

m KDC9 &+&
ctel AT X1 & (SPoF, Single Point of Failure)
s KDCOF D&EUH dS AHIASE & &= S
m OHZE . 012 MBH (mirror server) Jt=
AHEH 2 Ol 2t2 22t4 (consistency) 24 £ Jis

KOCOF 2HEH B=EHIZIDI =2 = US
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m Public key certificate
2210 8 XA E S EEEH A
m X509 20 =<

X.509 : International Telecommunication Union (ITU) 0l

N HIetst BIOH3I| J|1BF2 = (Public Key Infrastructure,
PKI) BEo] 2=

——E_l_

M Version 30| AIE

m VersionOll (& ZE =)}
Ver.2 : &siol & ZII| AFA DRHS =}
Ver.3 : &80l | 2R, 2K A I 22X, I AI2EH,
HOII| AIE J|2t, OIS AN HZ AKX EY, Leiol =D}
HE, AFANN2 oS I HE, 0| Hst, 2 His =0}
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~

H& (Version)

lAH S (Certificate Serial Number)
A% &12|3S (Signature Algorithm) f

8tsHOl 0|2 (Issuer Name) I

2+ (Validity)

|
Il 25 At (Subject Name) A
| (Subject Public Key Information) KO,

HS (Issuer Unigue ldentifier)

A DY S (Subject Unique Identifier)

~—~

Extensions)

— m

N f(m, KP)
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PlesMd 2 &2 23

Certificate Serial Number : 2IS K
Slgnature Algorithm : H{[Het BJ
Issuer Name : IS MU MEBet Ate = D[22 0| S
Validity : IS AHUWel Z249|0¢ 5;3@ J| 2t

I LI &N —‘?—EiP Al 2|0t &

S =220 X SIH3I| O'"/K-IL ;a"OI A=
Subject Name : IS AW 24212 AKXt
Subject Public Key Information : DH
Issuer Unique |dentifier (v2)

A H et
HS (0ded AFRO| St T—JHJI MBS = S
Subject Unique Identifier : 2| 2FAte] 0K HS

ME R 2S00 tigt /H%'i
ol =SS Ll (Issuer)2 JHRIIIE 0IE6HH RANAM HA=8t A

LI = =
& e = Mgt 8L AE
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020
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m Self—-signed certificate

StSH XD 2212 AKX S st 01 = A

St O] JHOID| = 2 Xte SIIIE MBS IS A
m 2 E O2I= AN (Root certificate)

Ol =D& (Certificate Authority, CA)JF &g st XD

INE=IRUESYN
m 2 I| CIE=A HOlS AN &Mole &S A
n NI QU= MU E2EH dMeglg =~ /e oHM s

ME = soll &0t0F g
AN MY SEHLE



" A0
29| DBt X

Public Key Infrastructure (PKI)
Ol= DJ| 2t (Certificate Authority, CA)

= 1
PKIOI ZOI5t 1 Q= SIS I Be
DI B, QIS B, ASH HB
ILPS

|
|
5= A
-
Eil% S5)
=
:

PKIO Al & CHEIC] SIHI| =
ZEQEM =S (%
CAZZE 8ol BHI| OIS
131 ol

m
CA%

PKIOI CHet 2l &0t 0tE

|
CA = S=
CASl RE QIZA BS
RHALS] BRI IHQIIIE MAT
AH M

= ZHI| UENE

C_

CAS| ZIHI|2 Etol =)
Q O
J| 2 (Registration Authority, RA) 0l
LOd 201212 2!
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PISA B2 =5

m Certificate
Revocation List

(CRL)
TEEERIEIS
ol %a HS 02

Version
Signature Algorithm |dentifier
Issuer name
This Update
Next Update
Serial Revocation Extensions
date
2220002 [2009/03/08 eIl ==
2221001 [2009/03/09 |3I& EE&

Signature
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CRL

m ShIIF EelHE Ol
AS IO JHRIDIDF S 22 01R2 =STACID QA& =

= i3
SHI| ISNe 2= HEUHA SH It 2t AL,
MZ2 SIHIIY AIE, £ =
A& A0 HHE O ek 2 A0 2HE SIHIIIF H Ol 4
MEEZX 2= 2.

[ CRL &CI— UI-U-I
offline: =J|H =2 AIZS AN H emailse 2=z 85
online : SJE MBI CRLZS H Al
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Oftline CRL Management

m CRL=E =J|&2
|t Jtsot==
PKI= CAJ

2 ESE 0 CAIF LE2tel0|ete Il 2
A

e 2N AlAY 22 A9 A|IAEE e E
m ANAEC &kt =0 Gist 2o St

m CRL&EEZEAlC

m DeltaCRL: 8@=d4 24 =8Oz HE
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Delta CRL

m Base CRL1 Delta CRLZ #+4
m Base CRL: X2 &&& = CRL
m Delta CRL : O| M0l &zt CRLAE| XHO[BF Eer= CRL
m Delta CRLE E8%92 Z2EJ /IO &
Delta CRL HEE 2= EE
m &
CRLE 20| =2H=)| =0 9= 40| 2otE
m CHA
Delta CRL=E = 6P LICH I E €24 8le =50| &
2t AtE2 A AIAEIO Bot= =HEA &3
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Delta C

3L

CRL
1246
1743
1845

Base CRL
1246
1743
1845

CRL
1743
1845
1943

Delta CRL
1943

CRL
1743
1845
1943

Delta CRL
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Ofttline CRL

m CRL 24 =0 E2/= SIiIl= &ClotAl =&
szzaragau 2
Ex) CRLO| 3/100 23U D ZHI| AS Mt 3/14
Ol 25550, 3/150] 1 QZNE &2 A2 25
otel IZSNHE 0/20HH =
SdE WE0l Bl L= CRLOI 2250 O0F &
FOIX BAORA 2RIH
S5(200] HOrQUs Hol= B3| ASH 2=0)
PE uze
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u

m QU0 BIAlES 22101 gtAlOoZ B A
O Online Certlﬂcate Status Prot CO| (OCSP)

OCSP responder?% |EI OI’C/HJ === JELIE)P
H 220 sE

O 3 o

o AEH (good, revocated,
M IAS
9]

PRl Sdl =& =

= OCSP response : f&_%ﬁ
unknown), 2 Al, (&3]0
)&

htto £ = email €2
A=

m Simple Certificate Validation Protocol (SCVP)
Delta CRLY} CIS A Ml 2ot =5 H&2

2,)
X0



FII'

STHOIH B OIE A HEM (HEE 2= RF (OCSP request)E
KA X500 ClEEC|INH =HU= oY CISAHe REHEE A Alst

—

Z A ZHE OCSP responsel| HEHZ A2 XN H = =L,

(1) OCSP request

J  OCSPSgEX

(3 OCSP response

X.500
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AMAX MHH (Certificate server) Ol %JH2I @%ﬁEPEJH
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m Public Key Cryptography Standard (PKCS)
RSA LaboratoriesO| A Xl ©F
29| I8t X (PKI) E=
15J)he elz2e =2 14
HIAI K 2O 2N2S, APl ES L&

2 =2 S HEUHAN SeSEULCH 2 efz2 HE

m X.509

St

St X. 500 E=9 &=
Z2IH3I| CI= A, CRL, attribute certificate (AC, authorization
certificate) E2 =2 =

S 0|2& £~ U= 51 IHA

m AC: S& N&EO0ILE ABIAE 0l8E == U=

=0
= &

Telecommunication Standardization Sector (ITU-T)0l A Xl ¢t

31



" A0
m PKCS#1 (RSA Encryption Standard)
SHIIAS =t EH D=
RSA &9t & =5 &S
a4
I AY L AE LD
PKCS#2 (PKCS#101
PKCS#3 (Diffie—Hellman Key Agreement Standard)
PKCS#4 (PKCS#10jl E£et=)
PKCS#5 (Password—based Encryption Standard)
KEK A& &)2|S
m PKCS#6 (Extended Certificate Syntax Standard)
X.509 v30| 0| E UH A et

aphic Message Syntax Standard)

= 3R 25otAl = 2 UlAl

u

on O

LEI)

)

o m HE
o >

02
[0l
fol
x
> (g
oin
0 ©
H:|
VRS
Qli
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PKCS#8 (Private—Key Information Syntax Standard)
JHeII1E (5 Uot) (XS 36tH) E2ol= 2HAl
PKCS#9 (Selected Attribute Types)

PKCS#62] 4’3%‘ C&"o‘/ﬂ, PKCS#72| XA E BIAI K,
PKCS#89_I NeI| 5, PKCS#102 O"‘/H ANY O?Oﬂ 2
= =40 EHS SEERE=
PKCS#10 (Certification Request Standard)
OIZA Q7 HAIXIS 24D Z2E2
PKCS+#11 (Cryptographic Token Interface, Cryptoki)
Ao EZ20 st APl 2=
PKCS#12 (Personal Information Exchange Syntax
Standard)
249| CIEZ A, JHQII|, 242 H& =S fet Ut EoH
PKCS+#13 (Elliptic Curve Cryptography Standard)
PKCS#14 (Pseudo-random Number Generation)

PKCS#15 (Cryptographic Token Information Format
Standard)

oS E20| ASRIL RS A2 ES0 Lols Y

33



OpenSSL= 0| Eet CIS A 2t

—

m OpenSSL command line &
4 = =
SUHE AIS =3 ElIC/SEIRTY
m CI=D|2 CAQH AFZ A} Alice 2. MWJIAZ 2SAH &4
ZHOl e MM 2

(=

Uﬂll

=
0l
2
=
O

3. SIMII/HCII| MH

(@)
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= E p|§/\_| AH A

o O

m CAS 29| 2= M (root certificate) A4
Ao (O

$ openssl genrsa -out CAPriv.pem 1024
$ openssl req -new -key CAPriv.pem -out CAReq.pem

$ openssl x509 -req -days 3650 -in CAReq.pem -signkey \
CAPriv.pem -out CACert.pem

S| CISAH=E =]
(CAReqg.pem)E Sof A4

35



OpenSSL req command

m IX/H A—|D=| _I'IA—I II—A—l D=|a:|O-|
m PKCS#10 E== IS
m new: M2 AN dMEANE Btelle s48
m —key <file> : AMEANUH= 22| Z&C 0 AEN LU0 CHSE A
Cl=| O| I—l ':lEI
M2 B 27 A2 JHRII|2 A=
m —out <file>: _’SA-I [T]geTgn:
m —in <file>: Dlxol AME A lzs a2EXes 90|

|_ |
m —newkey arg: MEZ& 712 = AIESE 2 20|
Ex) —newkey rsa:1024
m —nodes Mz HCIJ|ZE B=UA=S B8R 0|2 E=2totH N &Gk
Al LA CH= 90|

m —subjarg: QSN ARA 2 HED ELeHE

36



" A
Subject &8 & & 0

$ openssl req —new —key CAPriv.pem —out CAReqg.pem

Country Name (2 letter code) [AU]:KR

State or Province Name (full name) [Some-State]:CA-State
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Hanti
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:Gil-Dong

Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

37



OpenSSL x509 command

m CISA UHES BEEFALE OE g4l02 HEstHU, ME =2 6]
OISNE StE= HHENY
m —req: 2= AA

S2He 2 ss =&
m -signkey <file> : JICI2|J} = HU= W = Jtel&
ex) —signkey CAPriv.pem
m —fingerprint : 21 K2 DER €40 TS digest (or hash)E =&
StC}.

$ openssl x509 -noout -in CACert.pem -fingerprint
SHA1 Fingerprint=90:45:5F:BF:BC:C1:15:32:BB:A2:35:7B:3F:
19:57:54:14:90:32:-8C




I QIBMO AB

$ openssl verify -CAfile CACert.pem CACert.pem

m verify command
29| SN E CHE
¢ 0l= root C&"‘A—I%

-CAfile : 2ISNHE Z2SE B2 =HUYU= 2SS A

m 9 02 OHX S Wet0HeE 852 B2 9IS M
—CApath <dir> : dlglgt8tet 9IS A I hash.00| gt 0| &= Jt&
42 ] UdH2E <dir>0ll J|2ot®H CIsSA Igdda=s 82 &

Ojl- tlAg
—untrusted <file> : &12|6tK| Z2ol= CISA=0| /[US M 0l=2
OIES O4D]0f D&t

39



$ openssl reqg -new -keyout AlicePriv.pem -subj \

"/C=KR/ST=CA-State/O=Hanti/CN=Alice” -out AliceReq.pem

+++++

++++++
+

Generating a 1024 bit RSA private key

writing new private key to "AlicePriv.pem”
Enter PEM pass phrase: Alice 1s making cert

Verifying - Enter PEM pass phrase: Alice i1s making cert

m rae:|q command : AFZ X2 JHCID|2t CIZ A MY AEAE SHHEY BHE 2= QU

o

[l
02

|_O| NH=Z oledsk A Ol =2
— o L -/ T [

m —subj: It2lOIHZ 2SN &R
pass phrase : password tHELZ AtE &

40



HOl AHERIE QIS A 22

n ArS A= A3 AEAE CAUA &5
m CA= A ME NI =011 &0
AEXIOH HE CAZ SE25H0 MEA HE
ME S Sof AEA L2 UX| K2 =Hol
m CA= MEB UENME BtE2=Z SJiJ| 2ISASE
A
CA2

JHeII|2 AF2 X A= ME &

ot 2Rt

|
AMNEXL ClsA AMEB AdE A, CAS JiLII[2 2SS A

41



CAS| AtEAr IS A &4

$ openssl x509 -req -days 365 -CA CACert.pem -CAkey \
CAPriv.pem -CAcreateserial -in AliceReq.pem -out
Ali1ceCert.pem

Signature ok
subject=/C=KR/ST=CA-State/O=Hanti/CN=Alice

Getting CA Private Key

m —CA<file>: AB0U AtsE H2I[0l LiSEH= 2&EAM, = CA2l root
certificate

m —CAkey <file> : AHUHl A
S WA A CAS JHela =

m —CAcreateserial : s 20 It MM
OIS A MYHM et Iy . 0
CACert.srl &S O 0| MAHE

m —CAserial <file> : <fil

e
ot AtEZE [ OtCE &0l 14 SIte

= 00
in

0F
0x
e
Ol
i
_l;_l
o
O
>
@)
D

O

@

=

==
&
%
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MNEAL PIsA 85

$ openssl verify -CAfile CACert.pem CACert.pem
$ openssl verifty -CAfile CACert.pem AliceCert.pem

m CAl SS< Il &2 root certificate
CACert.pemdt CAUIH AAEBIH B2 AHAIC
Ol Z A AliceCert.pem= &5

43



MEZ2 AFZ AUl CHSE OIS A 23

m Bob:
$ openssl req -new -keyout BobPriv.pem -subj \
"C=KR/ST=CA-State/O=Hanti/CN=Bob" -out BobReqg.pem \
-nodes

m CA:
$ openssl x509 -req -days 365 -CA CACert.pem \

-CAkey CAPriv.pem -CAserial CACert.srl —in \
BobReq.pem -out BobCert.pem

$ openssl x509 -text -noout -in BobCert.pem

m reqg command® —-nodes : AT = JICIIIE & S3totAl 210 N
0 >i§09 command®l| —text : CISA TILS 2= A2 = U= SEY

o

m —CAserial <file> : aHSII Y= <file>UHIA dAHSE S At
21 SIAI



=ANE MBotd Esote U

Alice:

$ openssl smime -sign -in test.txt -inkey AlicePriv.pem \
—signer AliceCert.pem -out mail.msg

Bob:

$ openssl smime -verify -in mail.msg -signer AliceCert.pem \
-CATile CACert.pem -out recover.txt

élllée%ﬁ §§ mail.msg= MY8st A mail.msgE BobWlH L2 LHL], Bob

—-sign : dAF AE 2 M4

—inkey <file> : MY Ul At JHCII] It

—signer <file> : NG X2l S| IS A W, NEX2 EEE AB 0 |
o15lD] Rl 2R

—CAfile <file> : root certificate filename

HO

ol
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" J
OIZME 0IBE HAIX HE
O

DL D
m Alicel A3 & 53t
$ openssl smime -sign -in test.txt -signer

AliceCert.pem -inkey AlicePriv.pem -text -out
signed.msg

$ openssl smime -encrypt -in signed.msg -out sien.msg -
from Alice -to Bob -subject "'Sign and Encryption
test" -aesl128 BobCert.pem

B smime command : I} A8 LU 2S5t 4380 &0

—encrypt : 2L =S S &, 22 A 29| CISA 2R
—from <ID> : 2= B A2l IDLE email address
—to <ID> : &= AL S| IDUF email address

—subject <str>: H 2 M=
—[cryptography algorithm] : s 2|5
[certificate] : &= AIE2 ZII| CISA (MX=S&E &H0U AIE)

46



" S
MY 2 dSetE HIAIK Xl

m Bobl S35t 2 HS
$ openssl smime -decrypt -in sien.msg -out

decryp.msg -recip BobCert.pem -i1nkey
BobPriv.pem

$ openssl smime -verify -in decryp.msg -out
verif-txt -signer AliceCert.pem -CA fTile
CACert.pem
m 2 AE smime parameter
—decrypt : =223t S +=dE A= AN
_|

Kb&O1 21 Gl AILKI 2

—recip <file> : 2= A2 S| ISk
2= M XFRIX] EH015HD| fol 2 2
—mkey <f||e> o] I, &sst= tHa 9] (HIYI])e 253
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