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B2EIIA 22 (bruteforce attack)

=)

=0
> 02
H ot
02
SR Y-

&
Bl

00
o
%
i
1©
o
A
b

o

T



AKX &S (Caesar cipher)
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&8t 2t'S (substitution cipher)
2t 2tS (simple substitution
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| &S (transposition cipher)
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west fField at three oclock am
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m One-Time Pad, OTP
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One-time-pad

One-time-pad
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m (&I &S (Symmetric cipher)
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m Ol Ml: openssl rand 8 —out key.sec
m 2% openssl rand [-out #le] [-
rand 7i/e(s)] [—baseb4] rnum
-out : M& W A&
—-rand : A& I} XI&
-baseb4 : E€)ts S HF A&
num - &g I HIOIE & 0|
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RSA 9] &4

m (]| Al : openssl genrsa —out privkey.pem

m 249 : openssl| genrsa [—out 7ile] [-
passout arg] [—-des] [-des3] [-idea] [-
f4] [-3] [-rand #ile(s)] [—engine /d]

[ numbits)
—out @ JHQII| M& It HA|
—passout : JHCII| It &S5t I HA|
—rand : &t AlS IS G A
—engine 1 AFE AN e &S 2 112|E YA
numbits : EsdA I HA
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RSA I

gt

m Ol Al : openssl| rsa —pubout

< privkey

.pem > pubkey.pem

m =% : opensslrsa [—-inform

PEM|NET|DER] [-outform
PEM|NET|DER] [-in file] [—passin arg] [-
out 7//e] [-passout arg] [-sgckey] [—des]
[-des3] [-idea] [—text] [-noout] [-
modulus] [—check] [-pubin] [—-pubout] [-
engine /d]

—Inform

—outform : 2| It H& S Al
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m 0| Al

(seedbuf, 8);

RAND_bytes(randbuf, 16);

RAND_seed
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" J
#include <stdio.h>
#include <stdlib.h>
#include <sys/time.h>
#include <time.h>
#include <string.h>
#include <assert.h>
#include <openssl/rand.h>
#define MAXBUFF 128
void printStr(void *buf, Int size){

/* ot JHEHA 16&+=2 E&Eote &+ */
+
voild getTimeSubstr(char buff[])
{

struct timeval atime;

struct timezone tzone;
gettimeofday(&atime, &tzone);
memcpy(buff, &(atime.tv_sec), 4);
memcpy(buff+4, &(atime.tv_usec), 4);
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int main(void)

{

char seedbuf[MAXBUFF];
char randbuf[MAXBUFF];

getTimeSubstr(seedbuf);
RAND_ seed(seedbuf, 8);
RAND bytes(randbuf, 16);
printStr(randbuf, 16);
exi1t(0);
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m (| Al
rsaPriv = RSA_generate_key(512, RSA_F4,
NULL, NULL);
rsaPub = RSAPublicKey_dup(rsaPriv);

PEM_write_ RSAPublicKey(pubf, rsaPub);

PEM_write_RSAPrivateKey(privf, rsaPriv,
NULL, NULL, 0, NULL, NULL)
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#include
#include
#include
#include
#include
#include
#include
#include
#include

<stdio.h>
<stdlib.h>
<sys/time.h>
<time.h>
<string.h>
<assert.h>
<openssl/rand.h>
<openssl/rsa.h>
<openssl/pem.h>

#define MAXBUFF 128
void getTimeSubstr(char buff[])

{

struct timeval atime;
struct timezone tzone;

gettimeofday(&atime, &tzone);
memcpy(buff, &(atime.tv_sec), 4);

memcpy(buff+4, &(atime.tv_usec), 4);
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"
int main(void)
{
RSA *rsaPriv = NULL, *rsaPub = NULL;
char seedbuf[MAXBUFF];
FILE *pubf, *privf;

getTimeSubstr(seedbuf);
RAND seed(seedbuf, 8);

rsaPriv = RSA generate key(512, RSA F4, NULL, NULL);
iIT (rsaPriv == NULL){
fprintf(stderr, ""RSA generate key error.\n"");
return(0);
+
rsaPub = RSAPublicKey dup(rsaPriv);
iIT (rsaPub == NULL){
fprintf(stderr, ""RSA public key copy error.\n"");
return(0);

}
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pubf = fopen(''pubkey.pem', "w'); assert(pubf);
privf = fopen("privkey.pem', "w'"); assert(privf);
iIT ('PEM_write_RSAPublicKey(pubf, rsaPub))
fprintf(stderr, “public key to file fails.\n"");
iIT (!PEM_write RSAPrivateKey(privf, rsaPriv, NULL,
NULL, O, NULL, NULL))
fprintf(stderr, “private key to file
fails.\n"");
fclose(pubf);
fclose(privf);

RSA free(rsaPriv);

RSA free(rsaPub);
ex1t(0);
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