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zE MH|A MH|A 2255
7 Echo FAH AREAF dlolE 1S FAIR A HEY 2
9 Discard T8 AR dlolEH 23E T A
11 Users Active users
13 Daytime kel Al 7hgkS whsk
17 Quote "quote of the day"E E33dt= EAG S w3t
19 Chargen Qo] Zoje] EAE S ket
20 FTP, Data FTP 9 A 52| F+do A&

21 FTP, Control FTP Ao} Axfe] F+& o A&

23 TELNET Telnet ¥4 27190 Auj2=9] Fdo| ALE

25 SMTP SMTP A28 Au]2=9] F-3 o] AL&-

53 DNS DNS o] & AH ZZA|x

67 Bootps AAAARE 25 3l A= A X E
79 Finger A 2Bl of| A ALg-Afol] 3 AR EF= o ALS

80 HTTP Slo] HEYXE Hf 7 F o AR

111 RPC Remote Procedure Call AH| =5 Fd&}=0] AL
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8-2 TCP E7

OF TO|A{ O1Z Tt AMH|AS N|ZOT| |0{A] o]
=M= TCPOAM TR RE E76C EHCHA

QR0 SR, IR EYAM RMI°| EMECL

. AT =

T2t AIAES (Numbering System)
O E NM° (Flow Control)

= M©1 (Error Control)

& M|°1 (Congestion Control)
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oA 8. 1

TCP 2120| 5000H[0|E2] T[x& MATITIT ITYOIAL

N BN HIOIEE= 10,0012 BT E TR|1 NEl B
'—'."—'.’0 1OO0Q0HICIEE T[R|= 52 M IEE| 2]5HA
I:-||O|E 'I|- -|=r5_||:|-|:|=| -lr /\-“_IFI-IEO| .4\_/\1 EEE 01:#1-"
CI=T1?

Solution
CIEE2 I MOIHHEQS| &AM BT E HOIELT HU =
N|JEHEQS| Zibim| HIO|E B1T 9]

Segment 1 — Sequence Number: 10,001 Range: 10,001 to 11,000
Segment 2 — Sequence Number: 11,001 Range: 11,001 to 12,000
Segment 3 — Sequence Number: 12,001 Range: 12,001  to 13,000
Segment 4 —  Sequence Number: 13,001 Range: 13,001 to 14,000
Segment 5 —  Sequence Number: 14,001 Range: 14,001 to 15,000
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TCP MTOP'E %4

| 20 to 60 bytes
« >
4 Header Data
a. Segment
TCP TCP
ol ()=
IP 3| & IP o O] £
Preamble |SFD| Destination Source Ether Data

(7) | (1) | Address(6) | Address(6) [Type(2)| (46~1500) | FOS™




Source Port Destination Port

Sequence Number

Acknowledgment Number

U|/A|P R S|F
HLEN Reserved R|C|S S Y I|I Window

G|K|H T N | N

Checksum Urgent Pointer
Options Padding
Data

URG: Urgent Pointer field significant ACK: Acknowledgment field significant
PSH: Push Function RST: Reset the connection
SYN: Synchronize sequence numbers FIN : No more data from sender




5 TCP MIRE %4

SEMR| IE BT (source port address)
S| TE Y (destination port address)
&M BT (sequence number)

2L §E Y (acknowledgement number)

29
>N
>

CiZ°l(header length) : 4 HIC|E 2]E &
%i(control) : M|©] EE= E=(

°Xreserved)

2212 A7 |(window size)

P

At (checksum)

D= EL2'E{(urgent pointer)

=M (option)
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TCP MIOEE9| FTIE]E= O AT (Pseudoheader):

T SARZON A LS

0112345678901 ]|2|3|4|5/6|78]9]0]1|2|3|4|5|6]7[8|9]|0]1

Source IP Address

Destination IP Address

AllO Protocol (6) TCP Total Length

Source Port Destination Port

Sequence Number

Acknowledgment Number

HLEN Reserved Control Window

Checksum Urgent Pointer

Options & Padding
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« TCP 24 auy

o3| HEMI°|A(three-~-way handshake)
OEECIVEL AMH] &8 D= 1B 23

DMEIEE AR TF T (passive open))
SERIIOIMERH AME(TTF M (active open))
« EF[OIIEE= SYN SR 1= &6 SYN M IEE Ms
« AMBE{= SYN2I ACK S8 1= &76& M 12E M4
o« E'2Pr ACK MTHBE M3
DFAl M
SSYN E81% 33




3t I(three~way) SFEHNIC|ZE ©O8-BF 238 &7

Client  Client transport Server transport Server
process layer A: ACK flag layer process

. o —1E

Passive

E SR b B E
: seq! E00E Lo
; WWE Connection

s 2 _f_ opened
- ACK

v v ;
Time Time Time Time

- SYN, SYN+ACK M|OHMEE= OIO|E| ME oY= AT P AT
- ACK M| TEHE = Oj|O|E{ ME! o408 2A{E1IT ACIoME:




B
HIO|&] ™4 (Data Transfer)
B

Client  Client transport Server transport Server

process layer P PSH flag A: ACK flag layer process

B LB

Connection Termination

bytes: 15001 -17000

rwnd:10000

Connection Establishment

Time Time Time Time
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3EMHI(three-way) 2HEHICITE CI 82 B F=

N Client Clienf transport SGWC']r transport Server |
process ayer A: ACK flag F: FIN flag ayer Server

—1 E

Passive

close
: Connection
closed
: Connection
i closed
: ACK
Y ¥ v v
Time Time Time Time

- FIN, FIN+ACK M|TOMEE= HIO|E| ME oY= AT P A
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TCPOIA 8! :I-2( Send window)

First Next byte
outstanding to send to ,
byte Timer .

S

n

ow 7200 0T e B0 1261 | oo TS0[300: e s
Bytes that cannot be
Bytes that are acknowledged Outstanding bytes Bytes that can be sent sent until the right edge
(can be purged from buffer) | (sent by not acknowledged) (Usable window) moves to the right
) Send window size (advertised by the receiver) .
a. Send window
Left wall Right wall

’_} Closes Shrinks (—’—) Opens

0 Y I ) T T T S T E TR

b. Opening, closing, and shrinking send window
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TCPOIA 28! #I=-2(receive window)

Next byte Next byte
to be pulled expected to
by the process receive

} Ry

i see 200]201 °eee [260 (261 oo 300[301 eee
Bytes received,
and acknowledged Bytes that can be
Bytes that have already waiting to be received from sender Bytes that cannot be
pulled by the process ; consumed by process Receive window size (rwnd) | received from sender
< Allocated buffer -

a. Recerve window and allocated buffer

Left wall Right wall
Opens
‘ Closes P
. ses 200]201 °co o 260 [261 coe 300{301 ees

b. Opening and closing of receive window
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TCPOIIA Ej|o|S| TEI T= N|o| TSk

Sender Receiver
Apvplicati =3 Data flow Aonlicat
plil)al;ea;lon ) Flow control feedback Consumer plfal;glon
Messages Flow control Messages
ayer
’ Consumer layer

Segements are pushed

(4]

Flow control feedback
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Note: We assume only unidirectional

communication from client to server.

Therefore, only one window at each
side 1s shown.

Size = 800
901

Bytes acknowledged, window closes.

Client SYN Server .ﬂ
No: 100
Py — |—> rwnd = 800
SYN + ACK 901 "~ T T 77 )
Size = 200 seqNo: 1000 || A NN T T T T
B ackNo: 101 Receive window is set

Send window is set

Sender sends 200 bytes

Size = 600

Size = 600

Sender sends 300 bytes.

Size = 400

Size = 600

----- : Data .
_____ e' seqNo: 101 | _ rwnd = 600

rwnd: 800

ACK

G’ ackNo: 1001 I >

Data: 200 bytesfi

O ) ]

ACK

] ackNo: 301 1 1
_____ . <—| 50 200 bytes received., window closes.

_____ 1 Data
seqNo: 301 _
O—— {500 byies)—> rwnd = 400
ACK L 1001 -

(—|?;§§0438 ! 300 bytes received, 100 bytes consumed.

_____ ! rwnd — 600
ACK L_____#or foor __ JI201:
>
rwnd: 600 200 bytes consumed, window opens
=2 . .
b °
hd ™
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ot RSN AAO|LT T RO

AEHE)| QU= 88 TE2Mo| Y| MEX
XO|2I] WAIPIEE= X oA |PIEt,

TCPOIAM 2] 2 & MIOl= M| IR| JHErEt
=32 BA X (checksum),
2o -8 Ellacknowledgment ), 22|10 Ef4-
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Server

Rule 1
---------- > Seq: 12011400
ACK-delaying AE 200
timer
Seq: 40015000
Start (D<= - - - - - - < ck: 1401
500 ms
. Rule 2
Time-out( p) === === » Ack: 5001
Seq: 50016000
Start @D - - - = = - - <= ck: 1401
~6001—7000
<500 ms Rule 3 *— Se ck: 1401
Stop( b)) ======= Ack: 7001




Receiver
buffer

!

Out of order

s Seq- 501600
eq:
st @ chk: X R I
Seq: 601=700
Ackix  [F=> Ack: 701 = -----
Stop ===-= *’
Start @)- - - - - - Squzg :1;800 > lost
Seq: 801900 Rule 4
eq: . -
ACk: X -* A Ck'- 701
Resent Rule 5
Time-out/restart - Seqxl(l)(l:;goo - T L SR
Stop «-=-- T v
Time Time




Client Server
Seq: S0T=600 ﬂ
Ack: x >
Seq: 60T=700
Ack: x =D Y_._\ Ack: 701
Seq: 701800 lost
Ack: x >
Seq: 801-900
Ack:x  [==> Ack: 901 —
S
> ® |
Time Time
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TCP SE{oll= AITH 4OM[O|EQ] &4t HETL
o212 S0t HEES Bain|o = Y

= CIE &2 WEZ NFT| 219191 At
cra '='I°IE =.._I'J Ci% tlI°IE =010] 5 E.
/\ OIEI'

’,‘é BN BFo=E &0 F=(end of option)it £ FZi(no
opera’rlon) = TR %21 &2810] AL

= Bim{ E1Zs |_ X|CH A1| IE 3T (maximum segment

-
o

P

snze), ‘“_'.:_-?- 2ty oIR(window scale factor), T EIN
TR &% 2] Z110| QIED.




B
|84 (Option)

Options l—

Maximum segment size l
Multiple—byte Window scale factor I

End of option l
4 Single-byte |~ (
No operation l

Timestamp l




Kind: 0
00000000

a. End of option list

|8 F = (End-of-option)

3-byte option

EOP

)]

t

Data

)]
L

b. Used for padding




Kind: 1
00000001

a. No operation option

|S-FE1(No-operation) =L

NOP

3-byte option

NOP

NOP

10-byte option

)]

—
—

Data

)]
t

b. Used to align beginning of an option




T
ZEH MIZRIE 37| 2408

Kind: 2 Length: 4 Maximum segment size
00000010 00000100 8

1 byte 1 byte 2 bytes

MSS {2 012 & & AN 2RI,
CIZ0| RXITN UYs Sorolls
HAE 4 UL
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LR R LA LLLLT]

TCP

sy, CRLTTL=~

1075 1165.7655
1076 1165.77403 tep  |Source port : 14674 AKX EE)

1077 1165. 77407 220. 69. e |>eolo] ZE FA X|™H(unwell-known)
1078 11&5'??419|'—f—| P 54| |E’HI|°| IF Y| HTTP - 2ajo|¢E

1079 1165.78271 TcP = _
- 80(=2 =

1080 1165.79879 113. 30.102.133 220. 69. 218. 233 wrre o Destination port : 80(FXEX| X£E)

>HTTP(well-known) : & i

Len=0 M55=1460 WS5=8 SACK_F
1l Win=5840 Len=0 M55=1460 =
=372296 Len=0
=Goog 1e&pid=ad004&cid=F82bc
in=6912 Len=0

220.69.218. 233

113.30.102.133

1081 1165.79880113.30.102.133 220.69.218.233 TCP k=138 win=6912 Len=0

1082 1165.79881 220.69, 218, 233 113, 30.102.133 TCP - Win=371928 Len=0
1083 1165.79924 220.69.218.233 113.30.102.133 TCP 54 csdmhase = http [FIN, ACK] Seq 138 Ack=371 Win=371928 Len=0
1084 1165.80745113.30.102.1 TCP 3“ I:_I 9.218.233 TCP ED http > csdnbase [A.CI(_] Seq-B?l Ack=139 wi n-amz Len=0

Transmission cnntmT Fror_ncn'l src Port: csdmbase (1467),

Sequence number: 0
> (=M o)

pDst Port: htrtp (80), Len: O

seq: 0,

Source port: c
Destination port: |
p Header length(3}|{ 2!0]) : 32 bytes (8 * 4
e F'lags 0x02 {svu} 2 {61" ] D A ( )
000, ..oos o = Reserved: Not set —
vesl wurr wu.. = NONCE: NOT Set Flags(H|0{ =2f1) : 0x02(SYN)
vev. O... .... = Congestion wWindow Reduced (CWR): Not set >SYN : Mo Cjjst 22}0|¢ES| M= oH
B T, = ECM-Echo: Not set
L0 .. = Urgent: MOt set
..0 .... = Acknowledgement: Mot set ¥ URG: 7l HE X
0... = Push: Not set ACK : @Xo| st =%
. . .0.. = Reset: NOL set . e 3
4 eene weee -.1. = Syn: Set PSH : Hio[H I3
w s aaa- ...0 = Fin: HOL Set RSTEI‘H!
Window size value: 65535 SYN: 3£ gH
[Calculated window size: 65535] FIN - Ei _.E_E
S

@ Checksum: 0x1580 [validation disabled]
= options: (12 bytes)
Maximum segment size: 1460 bytes
No-Operation (NOP)
# window scale: 3 (multiply by 8)
No-Operation (NOP)
No-Operation (NOP)
TCP SAaCK Permitted Option: True

0000 30 e4 db 9b bb c6 78 2b cb af 6f ab 08 00 45 00 O..... X+ ..0...E.

0010 00 34 2d ab 40 00 40 06 7e 46 dc 45 da e9 71 le LA4-. 8.8, ~F.E..Q.
0020 66 BS5 N7V FIN:TH 2 30 00 00 00 00 BO 02 f.

0030 | 15 80 00 00 02 04 05 b4 01 02 03 03 01 01

0040




Ma, Time Source Destination Protocol | Length  Info .

1075 1165.76558 220.69. 218. 233 113.30.102.133 TCP 66 csdmbase > http [5YN] Seg=0 Win=65535 Len=0 M55:
1076 1165.77403 113.30.102.133 220.69.218.233 TCP 66 http > : m i 0
1077 1165.77407 220. 69. 218.233 113.30.102.133 TcP 54 csdmbad >ouree port : 80(LLIX| ZE) el
1078 1165.77419 220.69.218.233 113.30.102.133 HTTP 191 GET / :"H-r_rp{""_""e"'k"ﬂwn} El AH i
1079 1165.78271.113. 30.102.133 220.69.218.233 TCP 60 http > |Destination port : 1467(5 =X X E) el
1080 1165.79879113.30.102.133 220.69.218.233 HTTR/xv 423 HTTR/1)=2l0|9| ZE F 4 X|H™(unwell-known)

1081 1165.79880.113.30.102.133 220.69.218.233 TCP 60 http > - 2ato|HE =i
1082 1165. 79881 220. 69.218.233 113.30.102.133 TCP 54 csdmba 2i
1083 1165.79924 220. 69,218,233 113.30.102.133 TCP 54 csdmbase > http [FIN, ACK] Seq=138 Ack=3M win=
1084 1165.80745 113. 30| TCP 3| 220.69.218.233 TCP 60 http > csdmbase [ACK] Seq=371 Ack=139 wirj=6912 |

| Transmission Control Protocol. Src Port: http (80). Dst Port: csdmbase (1467). Sea: 0. Ack: 1. Len: 0O

Source port: http (80)
Destination port: csdmbase
stream jndex: 39]
Sequence number: 0 (relative sequence number) I

Acknowledgement number: 1 (relative ack number
Header length: 32 bytes Sequence number: 0
-[Fiags: 0x12 (5¥N, ACK) >l MHOAM SE0|HEZ Eifj= & 1jZlo|B =
000. .... .... = Reserved: NOT set A3 A S = go|C)
eesl sow. ... = NONCE: NOT Set ;
cews O.o.. ... = Congestion window Reduced (CwWR): Not set Acknawledgement number: 1
cene 0. = ECN-Echo: Not set > ZCcio|¢ES HE 2H0| 00|12 o] HE 2
vee .20 = Urgent: Not set ol SEHO|B=Z =QISH H= = 10|CL
e =2.1 .... = Acknowledgement: Set
e =w-. 0... = Push: NOT set
« ==== .0.. = Reset: NOT set
[ |[caan =ess ==d. = Sy SEC
0 = Fin: Mot set

wWindow size value: 5840

[Calculated window size: 5840]
# Checksum: OxcfOc [validation disabled]
= Options: (12 bytes)

Maximum segment size: 1460 bytes Flags : 0x12(SYN, ACK)
No-Operation (NOP) >ACK : 22}0o|HE H= gHo| et A A
No-Operation (NOP) Ho| Zol2ct

TCP SACK Permitted Option: True
Mo-Operation (NOP)

7 ttmamedmis memTas T e T emTee b 40N
0000 78 2b cb af of ab 30 e4 db 9b bb cé 08 00 45 00 ¥+..0.0. (... E.
0010 00 34 00 00 40 00 31 06 ba f1 71 le 66 85 dc 45 .
0020 da e9 EIERIEEENEN S T EE T R
QeELIT 6 d0 cf Oc 00 00 02 04 05 b4 01 01 04 02 01 03

0040 [EN u

SYN: &l 17} 2et0|gE He oF




Mo, Time Source Destination Protocol  Length  Info
1075 1165. 76558 220.69.218.233 113.30.102.133 TCP 66 csdmbase > htrp [5¥YN] Seg=0 wWin=65535 Len={
1076 1165.77403113.30.102.133 220.69.218.233 TCP 66 http > csdmbase [S¥YN, ACK] Seq=0 ack=1l win:
1077 1165.77407 220.69. 218. 233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seq=1 Ack=1 wWin=3722!
1078 1165.77419 220.69. 218. 233 113.30.102.133 HTTP 191 GET, |

1079 1165.78271.113.30.102.133 220.69.218.233 TCP 60 ht

Source port : 1467(2MEX| ZE)

1080 1165.79879113. 30.102.133 220.69.218.233 HTTP/XM 423 HTT| . olo|0] = E Z=4 X|H (unwell-known)
1081 1165.79880.113.30.102.133 220.69.218.233 TCP 60 ht . 51E}U|DlE

1082 1165. 79881 220.69.218.233 113.30.102.133 TCP 54 cs 'fz . = = e

1083 1165.79924 220. 69. 218. 233 113.30.102.133 TCP 54 csd Destination port : 80(FXEX| Z£E)

1084 1165.80745113. 30.102.133 220.69.218.233 TCP 60 hrt] >HTTP(well-known) : & A{H L

- e e memem s M s T e = —_—— = s mam = —— -

* Frame 1077: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

= Ethernet II, Src: Dell_af:6f:ab (F8:2b:cb:af:6f:ab), Dst: Cisco_9b:bb:c6 (30:ed4:db:9b:bb:c6)

# Internet Protocol version 4, Src: 220.69.218.233 (220.69.218.233), Dst: 113.30.102.133 (113.30.102.133)
= Transmission Control Protocol, Src Port: csdmbase (1467), Dst Port: http (BD), Seq: 1, aAck: 1, Len: O
Source port: csdmbase
Destination

sequence number: 1 (relative sequence number) l
ﬁ;lacgz:r'l t::gnerﬁrjtzguzbe;; 1 (relative ack number2| Sequence number: L
_H =
000. .... .... = Reserved: NoOTt set Ao|2 2 Ho|yHE TEoLA] 20L Al HHE A
s R = Nonce: MOt set H|o}X] 22 o= O 10|Ch{1->1)
P + = Congestion window Reduced (CWR): Not set Acknnwledgement number:- 1
e O - SCN-Echor wot set > W Ao HELHOZ 4H|S W As{o| Al
sess .00 ..., = Urgent: NOT s5e . o
cees w221 .... = Acknowledgement: set 2 ¥ 10| RIS EH H=5 SOo{RICt
wess sa22- 0... = Push: NoT set
ssss ssss 0. = RESET: NOT sSet
tees eea. ..0. = Syn: NOT set Flags : 0x10( ACK)
cee. . 0 = Fin: Not set »| > ACK : 4 Mo dZEaHEY et 22}0]

wWindow size vajue: 46537
[calculated window size: 372296]
[window size scaling factor: 8]

# Checksum: 0Ox8eed [validation disabled]
#® [SEQ/ACK analysis]

]
HEQ| HRSHE

0000 30 e4 db 9b bb c6 78 2b «cb af &f ab 08 00 45 00 O.....%+ ..0...E.
0010 00 28 2d ac 40 00 40 06 7e 51 dc 45 da e9 71 1le .(-.@a.@. -0.E..Qq.
0020 85 f!Fui

0030




Mo, Time Source Destination Protocol Length | Info l

1075 1165. 76558 220. 69. 218. 233 113.30.102.133 TCP 66 csdmbase > http [SYN] Seq=0 Win=65535 Len=0 MS5=1460 Ws=8
1076 1165. 77403 113. 30.102.133 220.69.218. 233 TCP 66 http > csdmbase [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS:
1077 1165. 77407 220. 69. 218. 233 113.30.102.133 TCP 54 csdmbase > | — =

1078 1165. 77419 220. 69. 218. 233 113.30.102.133 HTTP 191 GET /admatcHSource port : 1467(&11X| ZE) 1&cit
1079 1165.78271.113. 30.102.133 220.69.218.233 TCP 60 http > csdnf > 2|2] ZE 4 X|™(unwell-known)

1080 1165.79879 113, 30.102.133 220.69. 218. 233 HTTR/Xv 423 HTTP/1.1 20q - EE‘EH}IEE

1081 1165.79880.113. 30.102.133 220.69.218. 233 TCP 60 http > csdmb = . - on=0
1082 1165. 79881 220. 69. 218. 233 113.30.102.133 TCP o4 codmbase » HD€stination port : 80(FX| X E) 0
1083 1165. 79924 220. 69. 218. 233 113.30.102.133 TCP 54 csdmbase > H>HTTP(well- kﬂﬂwn} ¢ *1“1 Len:
1084 1165. 80745 113. 30.102.133 220.69.218. 233 TCP 60 http > CsdnbTsETR = = e

SEmmE ssEmE maAmE mEs mR ms s mm == s s mam = — - Voo ™ = mamem . 8 s e

e e —— =A== = o mm g == mg mem=  mep = == aem e == = e

Etherner II src: De11 aF Ef*ab (78:2b:ch:af:6f:ab), Dst: Cisco_Sb:bb:c6 (30:ed4:db:9b:bb:c6)

Internet Protocol version 4, Src: 220.69.218.233 (220.69.218.233), Dst: 113.30.102.133 (113.30.102.133)

Transmission Control Protocol. src Port: csdmbase (1467), Dst Port: http (80), sSeq: 1, aAck: 1, Len: 137
source port: csdmbase (1467)

pestination port: http (80)
STream 'naex: 39
I

ﬂt"L"l

Seguence number: 1 (relative sequence number) *
[Next sequence number: 138 (relative sequence number)]
acknowledgement number: 1 relative ack number Sequence number: 1
- —80d (' ; [Next sequence number : 138]
= Flags: Ox PSH, ACK N
GEEL cess s:+. = REeserved: NOT set > ELEI'GIDFIEOH‘H = le'li E||G|E‘|§ E'—'é.‘—?_'{f
vee0 .uv. ..., = NONCe: NOTU set ol H&2 AL Hz 158EH 13874K|2] hjo]
eev- 0... .... = Congestion window Reduced (CWR): Not set HE H&L£slo 2 (12 Z2ojo|HE. Hs = 1380
veu. «0.. .... = ECN-Echo: NOT set C}. (1->138)
"0'1 e T izﬁﬁﬁieﬁmiﬁ? et Acknowledgement number: 1
i vii. 1... = Push: set ‘ > Of=l & MM ojst @¥: X geteol
ceve +... .0.. = RESEL: NOT set 2 Opie| HE E A= 7HX| 2 @C}
vers sses «a0. = SyN: NOT set
i oy o0 = Fin: Not set —P .
window size value: 46537 Flags 0x18(PSH, ACK) .
[calculated window size: 372296] > PSH : 22to|HES| oY HE
[window size scaling factor: 8] ACK : 220|HEQ| =ol =&
® Checksum: Ox8f76 [validation disabled]
# [SEQ/ACK analysis]
'+ Hypertext Transfer Protocol
(0020 fHFﬂ]
0030 E T /Jadmat ., —
ggz;g S 1Eg_,c|u erﬁ_tit'l ”l'-E_I'—'?'-I‘I_E‘ El‘% jzle @Sk = golg7h
ma TCh=Goo EHol = Z10]LC}.
0060 'Ie&p1d—a d004&c =01t= mzlojt
EEZE -?qghgba fefab HT




M 1 I

o, irme Source Destination Protocol Length  Info

1075 1165. 76558 220.69.218. 233 113.30.102.1323 TCP 66 csdmbase > http [s¥n] Seq=0 Win=6553% Len=0 MS
1076 1165.77403 113. 30.102.133 220.69.218.233 TCP 66 http > csdmbase [SYN, ACK] Seq=0 Ack=1 Win=584
1077 1165.77407 220. 69. 218. 233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seq=1 Ack=1 Win=372296 L
1078 1165.77410 220. 69. 218. 233 113.30.102.133 HTTP 191 GET /admatching/query title.php?match=Google&p
1079 1165.78271.113. 30.102.133 220.69.218.233 TCP 60 http >[Source port : 80(LAIX| ZE) L
1080 1165.79879 113, 30.102.133 220. 69, 218.233 HTTR/% 423 HTTP/1| L irrp well-known) - 201 AJH]

1081 1165. 79880113, 30.102.133 220. 69, 218.233 TCP 60 htep >| 00 46T(m x| = n
1082 1165. 79881 220. 69. 218. 233 113.30.102.133 TCP 54 csdmba|~estination port . (=HA ZE) g
1083 1165.79924 220. 69.218. 223 113.30.102.133 TcP 54 csdmbal> 2|2 ZE F4 X’d(unwell-known) |,
1084 1165.80745 113, 30.102.133 220. 69, 218.233 TCP 60 http >| : 2ojojoiE 2

B el I L e e —— s =mAasm Ao — -

# Frame 1079: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# Ethernet II, Src: Cisco_9b:bb:c6 (30:ed4:db:9b:bb:c6), Dst: Dell_af:6f:ab (78:2b:cb:af:6f:ab)
= Internet Protocol version 4, sSrc: 113.30.102.133 (113.30.102.133), Dst: 220.69.218.233 (220.69.218.233)
B Transmission Control Protocol. Src Port: http (80), Dst Port: csdmbase (1467), Seq: 1, Ack: 138, Len: 0
source port: http (80)
pestination port: csdmbase (1467)
stream index: 39]
Sequence number: 1 (relative sequence number) .
Acknowledgement number: 138 (relative ack number)
Header length: 20 bytes Sequence number: 1
=[FTags: 0x10™ (AcK) > 220|YE0| HO|E THO| [ T SEE
000, +env woe. = RESETVEd: NOT s€t S 20|22 H0|ES MUK grof, A2 A
" s s m s waaas = H = O
.. 0... .... = Congestion window Reduced (CwR): Not set HE 4H|9}X| 2oz A= 10|CL(1->1)
0. ... = ECN-Echo: NOT Set Acknowledgement number: 138
.. ..0. .... = Urgent: Not set > 2Ci0|HMEQ| HOIH TE2E AMAA HEE )
«v .1 .... = Acknowledgement: Set HEH 1377X] 4H|olHe Dz S HZ 2l 1380]
v 2aa. 0... = Push: NOT ser soloch S 2 S oL}
cies sess 0., = RESEL: NOT Set
ves saes .00 = 5Syn: NOT set
e s eeee ..U = Fin: NOL_set >
window size value: 54 Flags : 0x10( ACK)
[calculated window size: 6912] >ACK : 2210|HEQ| HO|E TE0| CHEH
[window size scaling factor: 128] o MHo| selS gt
@ Checksum: 0x25f0 [validation disabled] = - Teed
® [SEQ/ACK analysis]
0000 78 2b cb af 6f ab 30 e4 db 9b bb c& 08 00 45 00 ¥+..0.0, ...... E.
0010 OO0 28 f4 dc 40 00 31 06 <6 20 71 le 66 85 dc 45 .(..a.1. . g.f..E
0020 da e9 NEENEE 2 X ‘e - coooo- -
0030 00 00 00 00 00 00




Mo, Tirne Source Destination Protocol Length Info .

1075 1165.76558 220. 69. 218. 233 113.30.102.133 TCP 66 csdmbase > http [SYN] Seq=0 win=65535 Len=0 Ms!
1076 1165.77403 113. 30.102.133 220.69.218.233 TCP 66 NITP bt e b e i
1077 1165.77407 220. 69. 218. 233 113.320.102.133 TCP 54 csdmbdSource port : 80(UAX| LE)

1078 1165.77419 220. 69. 218. 233 113.30.102.133 HTTP 191 GET /4 >HTTP(well-known) : 2 A{t

1079 1165.78271.113. 30.102.133 220.69.218.233 TCP 60 http 3 Lt ) o] o e

1080 1165.79879 113. 30.102.133 220.69.218.233 HTTP/X¢ 423 HTTP/] Dglsg“:t'E"EpSg: 14:??{" SA 2 E)
1081 1165.79880113. 30.102.133 220.69.218.233 TCP 60 hrep > ¥2l2| ZE F4 X7 (unwell-known)
1082 1165. 79881 220. 69. 218. 233 113.30.102.133 TCP 54 csdmb{ : 22}o|YHE

1083 1165.79924 220. 69. 218. 233 113.30.102.133 TCP 54 csdmbd

1084 1165.80745113.30.102.133 220.69.218.233 TCP ﬁﬂ http > CEdmhase [ACK] Seq-3?1 Ack=139 wing5912

- mw mE mEm A e R R ma o mm == = s ma=m = — - mmm . b mws omam 8

e T T T T - e T

= Internet Prctncn] version 4, src: 113. 30. 102 133 {113 30.102. 133); D5t. 22{} 69. 218. 233 (2?_{: 69.218.233)
E Transmission Control Protocol, Src Port: http (80), Dst Port: csdmbase (1467), Seq: 1, Ack: 138, Len: 369
Source port: http (80

Destination port: csdmbase (1467) |
‘nﬁx: 9]

Seguence number: 1 (relative seguence number) *
[Mext sequence number: 370 (relative sequence number)
1 : lati
:eage‘: 1en :hn 23 E ;5 — e — Sequence number: 1
= Flags: OX18 (PSH, ACK) [Next sequence number : 138]
00-0':.} cee+ +2.. = Reserved: Not set = H MM S20|HEZ OojHE FHETHCL
5= & ceer e« = NONCe: NOT set EIIGIE‘I Eg% A'iqi 'E'_-ll‘_i 1“?‘E'I 359ﬂf3§|2| [_"GI
veee Duws wu.. = Congestion window Reduced (CwR): MOT set -
EHE dHLol0=z |8 U AHo] Has = 3700|C}.
wess «0.. .... = ECN-Echo: Not set = o o = e
ee. ..0. .... = Urgent: Not set (1->370)
cers +2-1 .... = Acknowledgement: Set Acknowledgement number: 138
vess saws 1oo. = Push: set = 2 plo|HE] AR~ Ha o] 1380|CF
veer wue. 0.. = RESET: NOT Set SEO|UEL] AF2 =0 ICF
sers sass ++0. = SyN: NOT Set
LT P T R 7 [Flags : Ox18(PSH, ACK)
[Calculated window size: 6912] > PSH : &l "HH'IEI "l'% &
[window size scaling factor: 128] ACK : & le'|E| é."?l%'é"

# Checksum: 0xel90 [validation disabled]
# [SEQ/ACK analysis]

'+ Hypertext Transfer Protocol

= extensible markup Language

0020

0030 e B
0040 00 OK..D ate: Mon EH7I =0{2l= mjZl0|Ct.
0050 J2c 20 31 36 20 41 70 72 20 32 30 31 32 20 31 33 , 16 Apr 2012 13

0060 32 3a 30 33 20 47 4d 54 0d 0a 53 65 72 76 112:03 G MT. .S5erv




| Mo, Time Sourca Destination Protocol Length | Info I

1075 1165. 76558 220.69. 218, 233 113.30.102.133 TCP 66 csdmbase > http [S¥YN] Seq=0 win=65535 Len=0 M55=14
1076 1165.77403 113.30.102.133 220.69, 218, 233 TCP 66 http > csdmbase [5¥YN, ACK] Seq=0 Ack=1 win=5840 L¢
1077 1165. 77407 220.69. 218, 233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seq=1 Ack=1 Win=372296 Len=(
1078 1165.77419 220.69. 218, 233 113.30.102.133 HTTP 191 GET /ad d=:
1079 1165.78271.113. 30,102,133 220.69.218. 233 TCP 60 http > 4Source port : Bﬂ{té"ﬂ1| EE} n=(
1080 1165.79879113.30.102.133 220.69.218.233 HTTP/X% 423 HTTP/1.45 HTTP(well-known) : 21 A{H

1081 1165.79880113.30.102.133 220.69.218.233 TCP 60 http > . . — 691
1082 1165. 79881 220.69.218.233 113.30.102.133 TCP 54 csdmbas Dzlsgn:tlgnEpirtA. 142?{%@'“ 2E) 8L
1083 1165.79924 220.69.218.233 113.30.102.133 TP 54 csdmbasd > 2 2lel £ E F4 X|H(unwell-known) |37,
1084 1165.80745113.30.102.133 220.69.218.233 TCP 60 http > : 2Co|¥E Ler

Frame 1081: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, src: Cisco_9b:bb:c6 (30:ed4:db:9b:bb:c6), Dst: Dell_af:6f:ab (78:2b:cb:af:6f:ab)

Internet Protocol version 4, Src: 113.20.102.133 (113.30.102.133), Dst: 220.69.218.233 (220.69. 218.233)
Transmission Control Protocol, Src Port: http (80), Dst Port: csdmbase (1467), Seq: 370, Ack: 138, Len: O
SGurce port: http 80

Sequence number: 370 (relative sequence number)
Acknow]ledgement number: 138 relative ack number

lﬂ%%&%ﬁ Sequence number: 370
=jFlags: Ox11 (FIN, AC > 2 Muo] o|2gt QXO| A|RAA HE HEHS
000. .... .. = Reserved: NOU set HTlo = 2 o A
e..0 ... .... = NOnNCe: NOU set x| 2, E%E‘_E 250 2fs AL H=} 1H]
P
. 0... .... = Congestion window Reduced (CwWR): NoOT set EI'}I EI'% J“I%Ii Ho = 3?1(“" ¥_|E|-.{3?U->-3?1}
.0.. = ECN-Echo: Not set Acknowledgement number: 138
. 0. = uUrgent: Not set > 2C0|HELS| A|A A a9l 1380|CL
.... = Acknowledgement: Set
0... = Push: Not set
. .0.. = Reset: NOT set
- . ..0. = syn: Not set Flags : Ox11(FIN, ACK)
. ... ...l = Fin: Set _':*FIN:QA!JCIH'IEI HAEZ QA

mnEcw s1Ze vaiue: 54

[calculated window size: 6912]
[Wwindow size scaling factor: 128]
# Checksum: 0x247e [validation disabled]

ACK : 9 Afeo| 2telSd

0000 78 2b cb af &f ab 30 e4 db 9b bb c6 08 00 45 00
0010 00 28 f4 de 40 00 31 06 c6 1le 71 1le 66 85 dc 45
el -l 00 50 05 bb Be €1 a2 3e d2 86 T2 ba 50 11
0030 [EETF-CEN-Ny 00 00 00 00 00 00




Ma, Tirne Source Destination Protocol Length Info .

1075 1165.76558 220.69. 218.233 112. 20.102.1323 TCP 66 csdmbase > http [S5YN] Seq=0 wWin=65535 Len=0
1076 1165.77403 113.30.102.133 220.69.218.233 TCP 66 http > csdmbase [SYN, ACK] seq=0 ack=1 win=!
1077 1165.77407 220.69.218.233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seg=1 Ack=l wWin=37229¢
1078 1165.77419 220.69,.218.233 113.20.102.133 HTTP 191 GE Ta

1080 1165, 70679 113. 30, 102,133 220.60.218.233  wrre/m 433 i curco port : 1467(RHIX) £ ) =
. « I . « 03 . =olo|o] T E =i X% -

1081 1165.79880113.30.102.133 220.69. 218. 233 TCP 60 ht ':'_IETII_J_%TH _é__'_ I é{unwe" knnwn} \

1082 1165. 79881 220.69.218.233 113.30.102.133 TCP 54 cs = I- I'—— - _ 3

1083 1165.79924 220.69.218.233 113.30.102.133 TCP 54 csqdDestination port : 80(5XX| (X E) \

1084 1165.80745113.30.102.133 220.69. 218,233 TCP 60 hty>HTTP(well-known) : &l J{H 6¢

Frame 1082: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

Ethernet II, src: Dell_af:6f:ab (78:2b:cb:af:6f:ab), Dst: Cisco_9b:bb:c6 (30:ed4:db:9b:bb:cé)

Internet Protocol Version 4, src: 220.69.218.233 (220.69.218.233), Dst: 113.30.102.133 (113.30.102.133)
Transmission Control Protocol, Src Port: csdmbase (1467), Dst Port: http (80), Seq: 138, aAck: 371, Len:
Source port: csdmbase (146
Destination port: htt 80
Sstream index: 39]
sequence number: 138

o

]

(relative sequence number)

v

Acknowledgement number: 371 (relative ack number) Sequence number : 138
Header length: 20 bytes : N
[Frassr o0 o > o qH{o| MAEE QN0 f T SES
000. .... .... = Reserved: NOL set L= do|BE2 gio|eHE HEoLXA| gEof AR E
ve.0 .... .... = NONce: NOT set = AH|9}X| 22 o=z = 1380|LC}.
aase Dese waae = congestiﬂn W‘fndow REdLICEd ECWR} : NOT set Acknﬂwledgement numher: 3?1
eesse oldis wee. = ECN-Echo: NOT set - _?i! J"-IH-IEI E%‘%i HEEE _?i! A-IH-IEI )\Iil
wess .0, .... = Urgent: NoOT set H$ = 10| 71 3710] &|9ICt.
cens =2l .... = Acknowledgement: Set Sl A=l
wees w2a. 0... = Push: Not set
sxss ssss 0., = Reset: NOL set
vese sses «.0. = Syn: Not set Flags : 0x10( ACK)
s ... ...0 = Fin: Not set ’ >ACK : &l Ao HEE=E 2HFH st 2
window size wvalue: 46491 20| E o] o|=cCh
[calculated window size: 371928] tolAI=2] =else

[Wwindow size scaling factor: 8]
# Checksum: Ox8eed [validation disabled]
# [SEqQ/AacK analysis]

0000 30 ed4 db 9b bb c6 78 2b «cb af &f ab 08 00 45 00 o T X+ ..0...E.
0010 00 28 2d ae 40 00 40 06 7e 4f dc 45 da e9 71 le (-2, .E..Q.
0020 66 85 [EINORCToNT: FR-Ts 2 ba Be cl a2 3t 30 10 f.

WWEDRDS 9b B8e ed 00 00

e R s




Info

Mo, Tirne Source Destination
1075 1165.76558 220.69. 218.233 1132.30.102.133
1076 1165.77403 113.30.102.133 220.69.218.233
1077 1165.77407 220.69.218.233 113.30.102.133
1078 1165.77419 220.69. 218,233 112.30.102.133
1079 1165.78271.112.30.102.133 220.69.218. 233
1080 1165.79879112.30.102.133 220.69.218.233
1081 1165.798801132.30.102.133 220.69.218.233
1082 1165.79881 220.69.218.233 1132.30.102.133
1083 1165.79924 220.69.218.233 113.30.102.133
1084 1165.80745112.30.102.133 220. 69 218.233

® Frame 1083: 54 bytes on wire (432 bits),

® Ethernet II, Src: Dell_af:6f:ab (78:2b:cb:af:6f:ab),

+ Internet Protocol version 4, Src:

= Transmission Control Protocol, Src Port: csdmbase (14

Source port: csdmbase (1467)

54 bytes captured (432 bits)

220.69.218.233 (220.69.218.233),

Protocol  Length

TCP 66 csdmbase > http [S¥YN] Seq=0 win=65535 Len=0 1
TCP 66 http > csdmbase [5¥YM, ACK] Seq=0 aAck=1l win=5!
TCP 54 csdmbase > htrp [ACK] Seg=1 Ack-l Win=372296
HTTP 191 glel
Tce 60 ht{Source port : 1467(L A1 X| iE} 912
HTTP/Xv 423 H >0lo|o| ZE ZF A X|H™(unwell-known)

TCP 60 ht 3 8 w
Tcp 54 cs{ =ct0lUE 37
Tcp s4 csqDestination port : 80(==X| £ E) 1w
TCP 60 ht]=HTTP(well-known) : 2 A{H =69:

Dst: Cisco_9b:bb:cé (30:ed:db:9b:bb:cé)
Dst: 113.30.102.133 (113.30.102.133)
http (80), Seq: 138, aAck: 371, Len:

67), Dst Port: 4]

pestination port: http (80)
Stream index: 39]

Sequence number: 138
>dgement number :

{relative segquence number)
371 (relative ack number

Sequence number: 138

F1ags 0x11 (FIH. ACK)
ooo. . Reserved: Not set
N = NOonce: NOL set
O... congestion window Reduced (CwR):
0., ECN-Echo: Not set
sl .as. Urgent: NOL sSet
B Acknowledgement : Set
O... Push: Not set
oo, ReseT: NOT sSet
« = 0. Syn: NOT set
srar 2.-- -..1 = Fin: Set

TR CECEEY

TR ERCEE

m'naow s1'ze '-.faiue 46491
[calculated window size: 371928]
[window size scaling factor: 8]

#= Checksum: 0x8eed [validation disabled]

Q0000 30 e4 db 9b bb c6 78 2b cb af 6f ab 08 00 45 Q0
0010 00 28 2d af 40 00 40 06 7e 4e dc 45 da 9 71 1le
0020 66 85 NERYILEELEGFEEEIS 2 ba Be cl a2 3T 50 11
OLWELWIEDS 90 8e ed 00 OC

> ZE0|UE =HISEH 2E2| AL He Halo
GaA|2 HESE 280 o8] A|HA M=ot 14H||
wor serfl |EIOI CHS A3 A Hs = 1390 EICH(138->139)
Acknowledgement number: 371
> U AjHo] AJHA HBQl 3710|C}
Flags : Ox11(FIN, ACK)
"] > FIN : 22}0|QIEC| HZE=Z oA
ACK: 2cl0|UEQ| S
1 JR . «E.

| E R u



M, Time Source Destination Protocaol | Length  Info
1075 1165. 76558 220. 69. 218.233 113.30.102.133 TCP 66 csdmbase > hrtp [SYN] Seq=0 win=65535 Len=0
1076 1165.77403 113.30.102.133 220.69.218.233 TCP 66 http > csdmbase [SYN, ACK] Seg=0 Ack=1 win='
1077 1165.77407 220. 69. 218.233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seq=1 Ack=1 Win=37229(
1078 1165.77419 220. 69. 218. 233 113.30.102.133 HTTP 191 GET / ‘
1079 1165.78271.113. 30.102.133 220.69.218.233 Tcp 60 http[Source port : 80(LAX| ZE)
1080 1165.79879113.30.102.133 220.69.218.233 HTTP /XM 423 :"I_I'P }H-l-rP(WE"-kHCIWH} - '?é! "HH-I
1081 1165. 79880 113.30.102.133 220.69.218.233 Tcp 60 http e ) _
1082 1165. 79881 220. 69. 218. 233 113.30.102.133 TCP 54 csdmlnifg“:t'E“Epi”J: 1467(5 57 2E)
1083 1165. 79924 220. 60. 218.233 113.30.102.133 Tcp 54 csdm|> 2212 ZE F4 X7 (unwell-known)
1084 1165.80745113.30.102.133 220.69.218.233 TCp 60 http : 22l0|HE

| Frame 1084: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

E3)

+ Ethernet II, src: Cisco_9b:bb:cé (30:ed4:db:9b:bb:c6), Dst: Dell_af:6f:ab (78:2b:cb:af:6f:ab)

# Internet Protocol version 4, Src: 113.320.102.133 (113.30.102.133), Dst: 220.69.218.233 (220.69. 218. 233)
Transmission Control Protocol. Src Port: http (80), Dst Port: csdmbase (1467), Seq: 371, aAck: 139, Len: D

Source port: http (80)
pestination port: csdmbase (14670 |

m _index: 39]

sequence number: 371 (relative sequence number) l
acknowledgement number: 139 {relative ack number) Sequence sumber: 371

0o00. .... .... = Reserved: Not set L= Ado|B =2 HO|EHE TYSLX] Bof, Al HA EH

...0 .... .... = Nonce: Not set = AH|5HX| Loz Orj= 3710|C|L

cees O0Le LL.. = Congestion wWindow rReduced (CWR): Not set Acknowledgement number: 139

PP U‘D “waa W ECN-EEHD; .I:Clt iEt o> %EI_GIEEEI E%‘%E ﬂggi %Efmﬁﬁﬂl

wees .00 L... = Urgent: Not se . [

wese 2.1 ..., = Acknowledgement: Set MEAA Ho = 10] S7tet 1390] &[RUC}

wese seee 0... = Push: NOTt set

sess s1sss «0.. = RE5T: NOT set

cess ssss 2.0, = Syn: NOT Set F|EES= 0x10( ACK)

tiee c..s ...0 = Fin: NOT set »| - AcCK : S2o|HES HEBEZE N CHsY
window size vajue: 54 S0 & o] EHo|=2ct
[calculated window size: 6912] = 1H-I_I TEeH

[window size scaling factor: 128]
+ Checksum: 0x247d [validation disabled]
# [SEQ/aCK analysis]

0000 78 2b cb af 6f ab 30 e4 db 9b bb c6 08 00 45 00 Xt+..0.0. .uu.. E.
0010 00 28 f4 df 40 00 31 06 le 66 85 dc 45 i
0020 da e9 [NEEVEGE




X ACIE ES Al 233 R HICIH Me, PEFE 178
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