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< Address Resolution Protocol
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Preamble 56 bits of alternating 1s and Os.

SFD
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Start frame delimiter, flag (10101011)

Destination | Source |Length
ﬁ Preamble | SFD address address | PDU
7 bytes 1 byte 6 bytes 6 bytes 2 bytes
0 7 8 15 16
VER Service type Total length
4 bits § bis” 16 bis
Identification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 16 bits

Source IP address

Destination IP address

4

Options + padding
(0 to 40 bytes)

- b. Header format -
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ARP A

Hardware Type(2) Protocol Type(2)

0] tion(2
Hardware Length(1) Protocol Length(1) peration(2)
(request 1, reply 2)

Sender Hardware Address(6)

Sender Protocol Address(4)

Target Hardware Address(6)

Target Protocol Address(4)
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m ARP A T[=[M|E

m Hardware type : HER 3 & Ho(0IHY! : 1)
m Protocol type : T2 £ =2 FH2|(IPv4 : O800,,)
m Hardware length: =2 42| HI0IE &< 20|

m Protocol length : =2| =42 HI0IE &< 20|
m Operation : {32! R &-ARP 2 Z(1), ARP OC*(Z)
B Sender hardware address : S¢1AH 2|

m Sender protocol address : S¢lA =2 =4

m Target hardware address : Et2! 2| =24

m Target protocol address : Et2! =2 =4
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ARP request or reply packet

Type: 0x0806

Source
address

Destination
address

Preamble
and SFD

8 bytes 6 bytes 6 bytes 2 bytes 4 bytes
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B ARPI AI8-EI= case
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Ofix] 8.1

IP A7} 130.23.43.200|11 E2|F A7} B2:34:55:10:22:10¢
SAETJ IP &A7F 13023432501 =2 F AU
A4:6E:F4:59:83:ABQ! SAEN|H E mfZ!E JIX|1 QICt F
SAEE £2 oYl HWESLZH QUCt. oA =Z=zielof
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Example 8.1

System A System B

130.23.43.20
B2:34:55:10:22:10

FromAtoB
. ARP Request 0x0001 0x0800
| 0x06 | 0x04 0x0001
0xB23455102210
13023_43 20 ................ 0x82172B 14
0x000000000000
130.23.43.25 #weserereess 0x82172B19
Preamble | e P FFFFFFFF|0xB23455102210] 0x0806
and SFD |°° X x From B to A

.................................................................................................................................

0x0001 0x0800
0x06 | 0x04 0x0002

0xA46EF45983AB

130.23.43.25 sereeegerrarees 0x82172B19
0xB23455102210

130.23.43.2(Q r===rerfremmmeees 0x82172B14

Preamble
and SFD

0xB2345510221 0|0xA46EF45983AB 0x0806 Data CRC




Proxy ARP: EI2-EIE K|! CIE HIELRIT U FLUAI

Added subnetwork

The proxy ARP router replies 141.23.56.21 141235622 141.23.56.23

to any ARP request received

for destinations 141.23.56.21,
141.23.56.22, and 141.23.56.23.

Proxy ARP
router

Router or host




C:¥Documents and Settingsthuserlarp -a

Interface: 220.68.137.28 — Bx3
Internet Address Physical Address Type
220.68.139.12 ad-ha-dbh-fc-2a-ab dynamic
220.68.139.126 38-ed-dh-?h-bhh-ci dynamic

C:Wocuments and Settingsthuseriarp —d

C:WDocuments and Settingsluserrarp —a
Mo ARP Entries Found




Odi %] 8.2

IP =47} 220.68.139.280|10 =2[FA7} 00:13:77:C8:E5:0D 2!
SAEJ O E UWEHNZ HsE IP 474 130.23.43.25(04:
www.daum.net)t |IP 2471 180.23.43.24(04: www.naver.com)
2 W7 S&A| 2t0|o{4F0l M A=l IP =27t 130.23.43.251t
IP =247} 130.23.43.242| MAC =4 &= sY8H7H?

Solution & &/




2568 7. 894?96 30: E4.db.9b.bblcl dl: 2?.88 07:31:h2

320, 68,135, 128'15'at e D150 Do el =

ARP

# Frame 2567 (60 bytes aon wire, 60 bytes captured)
= Ethernet II, src:
# Cestination: Broadcast (ff:ff:ff:ff:FF:FF
H source: d0:27:88:07:31:kh2 (d0:27:88:07:31:h2)
Type: ARP (0x0B06)
Trailer: 000000000000000000000000000000000000
= Address Resolution Protocal (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: &
Protocol size: 4
opcode: request (Ox0001)
sender MAC address: d0:27:88:07:31:bh2 (d0:27:88:07:31:h2)
sender IP address: 220.68.139.107 (220.68.139.107)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 220.68.139,128 (220.68.139.128)

d0:27:88:07:31:b2 (d0:27:88:07:31:h2), Dst

! Broadcast (ff:ff:ff:ff:ff:Ff)

ff FF £f ff ff f d0 27
08 00 06 04 00 OL do 27
00 00 00 00 00 00 dc 44
00 00 00 00 00 00 00 00

B8 07 31 b2 08 06 00 (1
B8 07 31 b2 dc 44 Bb b
8b 80 00 00 00 00 00 0O
00 00 00 00




Solution

2567 37,892041 dO:t7i88:07:s1:bd Broadcast ARF Wwho has 220.68.139.1287

2hpl 37 B94 706 S0:ed:db:Shibb:cl do:d7iBE:07 a1k 220.88.159. 128 15

Tell 220.68.139.107

at F0:ed:db:Sb:ihb:cl

# Frame 2568 (60 bytes on wire, 60 bytes captured)

H CDestination: d0:27:88:07:31:b2 (d0:27:858:07:31:h2)

FH source: 30:ed:dbh:ob:bb:icl (30:ed:db:obh:bb:cl)
Type: ARP (Ox0806)
Trailer: 000000000000000000000000000000000000

= Address resolution Protocol (reply)

Hardware type: Ethernet (0x0001)
Frotocol type: IP (0x0800)
Hardware size: &
Protocol size: 4
opcode: reply (0xQ002)
sender MAC address: 30:ed:db:Sh:bb:cl (30:ed:db:Sb:bb:cl)
Sender IP address: 220.68.139.128 (220.68.139.128)
Target MaC address: d0:27:88:07:31:bh2 (d0:27:88:07:31:b2)
Target IP address: 220.68.135%,107 (220.68.135.107)

= Ethernet II, src: 30:ed:db:9h:bb:cl (30:ed:db:Sh:ibb:icl), Dst: d0:27:88:07:31:b2 (d0:27:88:07:31:h2)

J000  do 27 88 07 31 b2 30 e4 db Sh bb <1 08 06 00 01 e
JO10 08 00 06 04 00 02 30 a4 db Sh bb <1 dc 44 8h 80 ...... O o, C..

J020 do 27 88 07 31 b2 dc 44 8b 6b 00 00 00 00 00 00 S R ST
J030 0 00 00 00 00 00 00 00 00 00 00 00 00 L, Ceas




IP &A7} 220.69.240.1750|10 S 2|F A7} 00:00:00:F0:98:2121 ZAEJ} CIE
HEI o H&E IP FA7F202.131.30.11(0: www.naver.com)Zt IP AT}
61.111.62.35(0{: www.daum.net) 2| MAC 4L & F3dt= ARP 272

SIS BASHEL S S UL SYUSH 1 0lfE?

IP A7} 220.69.240.1750|10 E2[FA7F 00:00:00:F0:98:21Q21 SAEJ} C}HE
HEHNIZH H&EE IP A7 202.131.30.11(04: www.naver.com)l} IP FAT}
61.111.62.35(04: ) ol IP T{Z! SAIAl 1P IZlE EM5tet

S>MAC A= S5t IPAEHL| IPFAE o CHEIF?



http://www.daum.net/
http://www.daum.net/
http://www.daum.net/
http://www.daum.net/
http://www.daum.net/

NE: 1 =N

e CIWWINDOWSWsystem3I2Wemd. exe

Hode Type . . . . . . . Unknown

IP Routing Enabled. . . No

WINS Proxy Enabled. . . No

DNS Suffix Search List. andong.ac .k

Ethernet adapter == A% 99 2.

Connection=specific DNHS Suffi andong .ac . kp
Description . . . . . . . Intel<R> PRO-188 UE Network Connecti

AA-AA-FA-98—-4F-21
Yes

Yes

220.69.248.175

255 .255.255.8

220.6%.240_.254

2209.69.248.254

2209.68.134.1

168.126.63.1

Lease Obtained. 2125 9E 2802 =E3Y P = 7:48:26
Lease Expires . 20129 9& 212 =28 TR 7:48:26

Physical Address. .
Dhcp Enabled. . . .
Autoconf iguration
IP Address. . . .
Subnet Mask . . .
Default Gateway
DHCP Server . .

DNS Servers . .

LT I T T T T I T I ]

C:WDocuments and Settingsthu




C-tWDocuments and Settingzthaiserrarp —d
The =pecified entry was not found

C:Wocuments and Settingsfaserrarp —a
Mo ARP Entriez Found

C-Wlocuments and Settingsfaserrarp —a
Mo ARP Entries Found

C-tWDocumentsz and Settingzfuser>ping www.naver.com )]

vy .g.naver.com [202.131.38.111 with 32 buytes of datac:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 202.131.380.11:
Packets: Sent = 4, Received = H, Lost

C-tWDocuments and Settingzthaszerrarp —a

Interface: 220.67.2480.175 —— Bx2
Internet Address Physical Address
220.69.248_254 3A—e4—db—92bh-hbh—c8

C:Whocuments and SettingsWuaser>

= 4 {188x loss>,.

@

Type
dynamic




@ ARPTI RQIRER] ZRIPHE} (=501 : arp —a)

@ WiresharkE FF2' ¥, NAVERY &Lt
(%= °1 : ping www.naver.com / EEE= NAVER ZHIOI~] E]9-7)

@ Wiresharkss BF 1 B ZEZECM ARPE EIA| HRIGEEL
(B : arp —a)IP FAT =72 [PFEARIR| HOIELY
(NAVER2!R| EIZEE HO|ERICI2!R])
~ EIZEE M°IEYIC| (naver= FIE HIELIR 7 R HHE)

OIZM AIEZ/S naver?l MAC FAE &7 2I%H AIZERRIEF BIE HIESRIS WOl ROE=E
EIZEE HI°IESICI2] MAC FAE ™M LO9f PiEt= R& &M SINREL
O|Ml Wireshark@ 2 FIEE MICIEICI2] MAC FASE EOIHH= ARP T
OEH2f ZF 1.

llio
A




1) NAVERC|| &% 5| ARP 278 T2\

No, Time Source Destination Protocal Length Info A
215 10.139839 SamsungE_98:4f: 21Broadcast ARP 42 who has 220.69.240.2547 Tell 220.69.240.175

216 10,144931Cisco_9b:bb:c8  SamsungE_98:4f:21ARP 60 220.69.240.254 is at 30:ed:db:9b:bb:c8 4

# Frame 215: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
= Ethernet II, Src: SamsungE_98:4f:21 (00:00:f0:98:4f:21), Dst: Broadcast (ff:ff:ff.ff.ff.ff)
#Destination: Broadcast (ff:ff:ff.ff.ff:ff1®
% [Source: SamsungE_98:4f:21 (00:00:f0:98:4f:21)®
Type: ARP (0x0806) 3
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)@
Protocol type: IP (0x0800) ®
Hardware size: 6@
[Protocol size: 4@
Opcode: request (1)@ ®
Sender MAC address: SamsungE_98:4f: : :21)|®
Sender IP address: 220.69.240.175 (22{} E-EI 24() 1?5)I®
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00) db
Target IP address: 220.69.240.254 (220.69.240.254)®

0000 [ff ff ff ff ff ff[00 00 fo0 98 4f 2108 06100 01 ........ .. ol....
0010 |08 00/[06/[04] (00 O1 [00 00 0 98 4f 21 dc 45 f0 af] ........ ..0l.E..
0020 00 00 00 Q0 00 OO dc 45 t0te . ..., E ..



(D Destination(|X®| MAC T4, 6 bytes) : ENR|2] MAC FAE Z2=T| IEC 2= AR 232
EILHC| T Higio| HECIjAEC],

@ Source(EL'R| MAC =4, 6 bytes) : i 28! RO|EEZ L°] MAC A L! 00:00:f0:98:4f:21°] ©| R[=|9|
°|K|UI‘E|‘

@ Type(EId, 2 bytes) : S&R| IP FAZ FER| MAC FAE FOOIPIEE FAHUOZEES =, ARP
E[IOICL.

@ Hardware type(MAC F=A°] EfRI?, 2 bytes) : 38 MAC FAE OIFL! I3 ¢[° Dby o5t
LIEIL = &= 1°[FL.

® Protocol type(BEEESE E[, 2 bytes) : OF{8l O3] 2]|9A EIZO] RROIR=ER| BHI=E FNOIEL
[P0 E= 08 00°] E°12'Cl.

® Hardware size(MAC F=A2°] 37, 1 byte) : MAC A 379 &Lt HHELL, MAC TFAE 6 bytes=
_|I\'|EJO1 OIEI-

(D Protocol size(IP =221 37, 1 byte) : IP FA 3|9 &Pt TgHEL, IP FAE 4 bytes= /8191 AKEF.
@® Opcode(ARP_&%?, 2 bytes) : LI SR MAC FAE &7 ¢I%H MIEME2ILD 278%I= 178 OIEL.
OK'I ° 1E ]:[UIUI'I:I'

©) Sender MAC address(“'”‘"‘l MAC F A, 6 bytes) : “f21 MAC FAT EOE =2,
00:00:f0:98:4f:21° |2 = 6 bytesE “I"I"”:I

10 Sender IP address(“'”‘"‘l IP &2, 4 bytes) : L2l IP FAT E91& ~I=[. 220.69.240.175° |12 =
bytes&E X[~ |2IEY,

1D Target MAC address(EI! MAC FA, 6 bytes) : SXR| MAC FAT 912 A=, B=EBE ME (9]
=©°12'C}. (00:00:00:00:00:00)
(2 Target IP address(EI IP A, 4 bytes) : 23R CIEE H[C|EQIC|TI SXR|C|E2 2 C|EE H|O|ESI°|e]

IP ZFA 220.69.240.2547 E°18)

B ZEZEIM NAVERE BEERE U NAVER MAC FATL Of! EIZE HICIEMICI] MAC FA
O O] Wireshark®M=E NAVERT OI! EIZEE HICIESMCICM MAC FAE &¥EET 27
o

IIII° IIIIIII

o




2) NAVERO| =& T| ARP -§-Ef T

M, Tirne Source Destination Protocol (Length (Info
215 10.139839 SamsungE_98:41:21Broadcast ARP 42 Who has 220.69.240.2547 Tell 220.69.240.175

216 10.144931Cisco_9b:bb:c8  SamsungE_98:4f:21ARP 60 220.69.240.254 is at 30:e4:db:9b:bb:c8

Frame 216: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
= Ethernet II, Src: Cisco_9b:bb:c8 (30:ed4:db:9b:bb:c8), Dst: SamsungE_98:4f:21 (00:00:f0:98:4f:21)
@ [Destination: SamsungE_98:4f:21 (00:00:T0:98:4f:21)D
@ [Source: Cisco_9b:bb:c8 (30:e4:db:9b:bb:c8)@
Type: ARP (0x0806)E
Padding: 000000000000000000000000000000000000 @
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)|®
Protocol type: IP (0x0800)E
[Hardware size: 6|
Protocol size: 4]®
Opcode: reply (2) @
[Sender MAC address: Cisco_9b:bb:c8 (30:ed:db:9b:bb:cB) i
Sender IP address: 220.69.240.254 (220.69.240.254)|@
ITarget MAC address: SamsungE_98:4f:21 (00:00:f0:98:4f:21)|®
Target IP address: 220.69.240.175 (220.69.240.175) @&

0000 (00 00 10 98 41 21/{30 e4 db 9b bb c8 08 06//00 01 ....0M0. ........
0010 [08 00/[06][04] /00 02 (30 e4 9 c8/ldc 45 10 fel ...... 0. ..... E..
0020 [00 00 10 98 4f 21/ dc 45 f0 af 00 00 00 00 00 00 ....0L.E ........
0030 00 00 00 00 OO OO 0O 0O 0O 0O 00 OO

=]




@ Destination(EX| MAC FA, 6 bytes) : -$EILTS O|FE EA'R|= MIo|EQC| SER|E=
LH} BIC. E[2IA] L12] MAC AT &FF

@ Source(B2'R| MAC FA, 6 bytes) : HICIESI®|2] MAC FEAT| &E.

@ Type(EBI, 2 bytes) : MAC FAE &7 212F II 3%2 ARPOIEL

@ Padding : CIF1U¥2] KIAZO| 7] (BICIE] 46-1500 HIC|E)

® Hardware type(MAC FEAS] E[2l?, 2 bytes) : 231 MAC FAE Ot O 2|9
WO 0 ot g LIEIL = £= 19|EL,

® Protocol type(EEZE@ EId, 2 bytes) : OIF{L! O3] 2|%IA] EIIO| RNOIRE=ER| BIE=
JLIOIEL IPRRO 8= 08 00°| EC1 L.

@ Hardware size(MAC FA°2] 37| 1 byte) : MAC FA 39| &P YHEC| MAC FAE
bytes= 8191 AKEL.

Protocol size(IP FA21 37, 1 byte) : IP FA 39| &Pt YHCL [P FTFAE 4 bytesE
TNTI0 UEL

@ Opcode(ARP _&%?, 2 bytes) : HICIES°|Tl KAl MAC FAE (SR
EEFE IITY &, FE A 2 2P|,

(0 Sender MAC address(BE2'R| MAC FA, 6 bytes) : HIPIESI®I®] MAC FAT E°1=
RI2]|. 30-e4-db-9b-bb-c8°IBE 6 bytesiEm AIX|PIE],

@D Sender IP address(E2!R| [P FA, 4 bytes) : HICIESCIC] [P FAT |1 K=,
220.69.240.254°|182 4 bytesi® KI®|EIE},

@ Target MAC address(EI MAC FA, 6 bytes) : =21 MAC FEAT &°1= X[E]. 00-00-
f0-98-4f-21°I31 6 bytesE AIX|PIE}.

® Target IP address(EI A IP FA, 4 bytes) : L% IP FAT EO = K=,
220.69.240.175°132 4 bytesE AIR|2IEL.

O|ZM NAVERE L ERE{Ql FIE HERIY UOEE NAVERS] MAC FAE HIZ & £
A= No| of-|2f C|FEE MIOIEflC|e] MAC FAT &= N &M TIACT

()]



o B

C:Whocuments and Settingsthaser>arp

C:Whocuments and Settingsthaser>arp
Mo ARP Entriez Found

C:Whocuments and Settingsthuser>arp
Mo ARP Entriez Found

C:Whocuments and Settingsthuser>arp
Mo ARP Entriesz Found

C:Whocuments and Settingsthuser>arp
Mo ARP Entries Found

C:WDocuments and SettingsWuserping wuww.daum.net

wew g dauwm.net [61.111.62.35]1 with 32 butes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 61.111.62.35:
Packets: Sent = 4, Received = B, Lost = 4 (188 loss>.

C:Wocuments and Settingsthuser>arp —a
Interface: 220.67.248.175 —— Bx2
Internet Address Phyzical Address

220.69.248.254 38-e4-db—?b-hbh—c8

C:Wocuments and Settingstuaser>




@ BN = OEOESR arpl &L (B : arp —d)

@ ARP} RQIMER| 1Pt (%O : arp —a)

@ Wiresharki® % 2! ¥, DAUMC H&EHL

(=91 : ping www.daum.net / 5EEE= DAUM XZT|O|R]| KE].27])
@ Wiresharkss B2z H% n!E§°IIA1 ARPER CA| o Iojj=C|
(=91 : arp —a)IP FAT =21 [PFAL K| eo[=C|,
(DAUME'K| C|EE H|O|ESJI°|2!K])

~. E|ZE MI°|ESl°| (DAUME FIE HIELIZ ol L7 WE)

DAUMIT NAVERE! BIEMIRIZE HIO|ESNCI2] B2} LIATl. Wireshark®lA1 ARP
T e AT,




1) DAUMO| =& "l ARP 278 I|Z\!: NAVEREIS I &

Mo, = Time SolrCe Destination Fratocal [Length Info
196 15.679690 SamsungE_98:4f:21Broadcast ARP 42 who has 220.69.240.2547 Tell 220.69.240.175

197 15.681896Cisco_9b:bb:c8  SamsungE_98:4f:21ARP 60 220.69.240.254 is at 30:ed4:db:9b:bb:c8

# Frame 196: 42 bytes on wire (336 bits), 42 bytes captured (336 bhits) on interface 0
= Ethernet II, Src: SamsungE_98:4f:21 (00:00:f0:98:4f:21), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
@ Destination: Broadcast (ff:ff:ff:ff:ff:ff)
® [Source: SamsungE_98:4f:21 (00:00:f0:98:4f:21)]
Type: ARP (0x0806)
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6]
Protocol size: 4
Opcode: request (1)
Sender MAC address: SamsungE_98:4f:21 (00:00:f0:98:4f:21)
Sender IP address: 220.69.240.175 (220.69.240.175)]
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 220.69.240.254 (220.69.240.254)

0000 [ff ff If ff fT f7/I00 00 {0 98 41 21/[08 06|00 01 ........ .. oh....
0010 D8 00J[06 04 |00 01/[o0 00 f0 98 4f 21 idc 45 f0 aff ........ .. 0LE..
0020 00 00 00 00 00 00|dc 45 fO fef, ..., E ..

B3 TEIZE AN DAUME ESRE "l DAUM MAC ZFEA T O I:IE
HICIEQICI2] MAC FAE &OIAK °I Wireshark®IAM= DAUMC®| Of! EI=
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2) DAUMYI| =& Tl ARP -8-Ef T\

Mo, & Time Source Destination Praotocal ' Length |Info
196 15.679690 SamsungE_98:4f:21Broadcast ARP 42 who has 220.69.240.2547 Tell 220.69.240.175
197 15.681896Cisco_9bh:bb:c8  SamsungE_98:4f:21ARP 60 220.69.240.254 is at 30:ed4:db:9b:bb:c8

# Frame 197: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
= Ethernet II, Src: Cisco_9b:bb:c8 (30:e4:db:9b:bb:c8), Dst: SamsungE_98:4f:21 (00:00:f0:98:4f:21)
@ |Destination: SamsungE_98:4f:21 (00:00:10:98:4f:21)|
#|Source: Cisco_9b:bb:c8 (30:e4:db:9b:bb:c8)
Type: ARP (0x0806)|
Padding: 000000000000000000000000000000000000
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)|
Hardware si1ze: 6|
Protocol s1ze: 4
Opcode: reply (2)
|Sender MAC address: Cisco_9b:bb:c8 (30:e4:db:9b:bb:c8)]
Sender IP address: 220.69.240.254 (220.69.240.254)|
Target MAC address: SamsungE_98:4f:21 (00:00:f0:98:4f:21)
Target IP address: 220.69.240.175 (220.69.240.175)

0000 |00 00 10 98 41 21|30 e4 cJ 9b bb c8 |08 06//00 01| ....010. ........
0010 108 00 00 02 30 e4 db 9b bb c8 dc 45 f0 fe| ...... 0. ..... E..
0020 |00 00 0 98 4f 21| dc 45 fﬂ af 00 00 00 00 00 00 ....0LE ........
0030 00 00 OO 0O OO OO OO OO 0O OO OO OO e
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1) NAVER QP! B9 (AR ; L HFE|, EXX| : NAVER)

Mo, Tirne Source Destination Protocol (Length Info
724 42 .849109220.69.240.175 202.131.30.11 TCP 62 3001 > http [S¥YN] Seq=0 Win=65535 Len=0 M55=1460

® Frame 724: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
= Ethernet II, Src: SamsungE_98:4f:21 (00:00:f0:98:4f:21), Dst: Cisco_9b:bb:c8 (30:e4:db:9b:bb:c8)
—#Destination: Cisco_9b:bb:c8 (30:e4:db:9%:bb:c8)
® Source: SamsungE_98:4f:21 (00:00:f0:98:4f:21)
Type: IP (0x0800)
= Internet Protocol Version 4, Src: 220.69.240.175 (220.69.240.175%), Dst: 202.131.30.11 (202.131.30.11)
Version: 4
Header length: 20 bytes
® Differentiated Services Field: 0x00 (DSCP (Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 48
Identification: Oxb6ff (46847)
® Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (&)
# Header checksum: 0x8ed4 [correct]
Source: 220.69.240.175 (220.69.240.175)
[Destination: 202.131.30.11 (202.131.30.11)F——
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
+ Transmission Control Protocol, Src Port: 3001 (3001) Dst Port: http (80), Seq: 0, Len: O

6666—30 e4 db 9b bb c8 00 00 f0 98 4f 21 08 00 45/ 0 O....... ..0!..E.
0010 _QD 30 b6 ff 40 00 80 06 B8e 44 dc 45 f0 af [ca E .0..@... .D.E....
0020 1e Obl Ob b9 00 50 07 a6 16 00 00 00 00 00 70 02 ..... Po. ... p.

0030 ff ff a3 ec 00 00 02 04 05 b4 01 01 04 02  ..oois ooi...



1) DAUM ES2! 39 (RIAIN] : LH 2FE1, |57 : DAUM)

Mo, Time Source Destination Protocol (Length Info

521 40.665618 220.69.240.175 61.111.62.35 < 62 maxim-asics > nttp S5eq=0 Win=65535 Len=0 M5

# Frame 521: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
= Ethernet II, Src: SamsungE_98:4f:21 (00:00:f0:98:4f:21), Dst: Cisco_9b:bb:c8 (30:e4:db:9%b:bb:c8)
—#Destination: Cisco_9b:bb:c8 (30:e4:db:9b:bb:c8)
® Source: SamsungE_98:4f:21 (00:00:10:98:4f:21)
Type: IP (0x0800)
- Internet Protocol Version 4, Src: 220.69.240.175 (220.69.240.175), Dst: 61.111.62.35 (61.111.62.35)
Version: 4
Header Tlength: 20 bytes
® Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 48
Identification: Oxc696 (50838)
® Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (6)
® Header checksum: Oxeba9 [correct]
Source: 220.69.240.175 (220.69.240.175)
Destination: 61.111.62.35 (61.111.62.35)}———
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
+ Transmission Control Protocol, Src Port: maxim-asics (32?6), Dst Port: http (80), Seq: 0, Len: 0

0600—30 e4 db 9b bb c8|00 00 0 98 4f 21 08 00 45/ 0 O.....t. .0l .E.
0010 00 30 c6 96 40 00 80 06 eb a9 dc 45 f0 af 3d 6f .0..G@... ...E..=0
0020 3e 23/0c cc 00 50 fa 7f fc 80 00 00 Q0 00 70 02 =#...P.. ...... p.
0030 ff ff 36 7b 00 00 02 04 05 b4 01 01 04 02 B
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