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01. IS Department

* |S Department
* IT resources are very diversified; they include personnel assets,
technology assets, and IT relationship assets.
* The management of information resources is divided between the
information services department (ISD) and the end users.
» The division of responsibility depends on many factors.
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01. IS Department

* |S Department
 The reporting relationship of the ISD is important in that it reflects the
focus of the department.
« If the ISD reports to the accounting or finance areas, there is often a
tendency to emphasize accounting or finance applications at the
expense of those in the marketing, production, and logistics areas.
» The name of the ISD is also important.
» Data processing department. (DPD)
* Management information systems (MIS) department
* Information systems department (ISD)

» Another important characteristic is the status of the ISD.
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01. IS Department

* End-User Relationship
« Since the ISD is a service organization that manages the IT

infrastructure needed to carry on end-user IT applications.
* It is extremely important to have a good relationship with the end
users.
» The development of end-user computing and outsourcing was
motivated in part by the poor service that end users felt they received.
» However, this is not an easy task since the ISD is basically a technical
organization that may not understand the business and the users.
» While the users, may not understand information technologies.
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01. IS Department

» End-User Relationship
 To improve collaboration, the ISD and end users may employ three
common arrangements:
 Steering committee
* Service-level agreements (SLA)
* Information center.

Service Level Agreement Checklist

ssing an independent exper to develop

SLA:

2|Have you scoped the area to be covered by SLAS?
3|Does the SLA consider BTOPR imphcations?

|_4|Have the outputs for those areas been defined?
5|Da they tie back to the business objectives?
B
5]

What is being measured?
7 |Why is il being measured?
Hoe | measurement be dana?

current performance level been agreed?
current performance ervironment been
docurnented?
11|What are the new measures?
12|Are the costs of achieving the new measures

5 with the benefits?
xquired to the environment fo

5
13|What changes a
achiowe these measures?

14|What changes may take place that will alter these
proposed massures?

15|What changes may take place in the emvironmant

http://imww.hipaacompliances.com |
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01. IS Department

* ISD and Four Approaches
1) Let them sink or swim. Don’t do anything; let the end user beware.
* 2) Use the stick. Establish policies and procedures to control end-user
computing so that corporate risks are minimized, and try to enforce
them.
 3) Use the carrot. Create incentives to encourage certain end-user
practices that reduce organizational risks.
« 4) Offer support. Develop services to aid end users in their computing
activity
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01. IS Department

* Chief Information Officer (CIO)
» Managing the ISD is similar to managing any other organizational unit.
» The unique aspect of the ISD is that it operates as a service
department in a rapidly changing environment, thus making the
department’s projections and planning difficult.
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01. IS Department

* Chief Information Officer (CIO)

» The changing role of the ISD highlights the fact that the CIO is
becoming an important member of the firm's top management team.
* Realization of the need for IT-related disaster planning and the
importance of IT to the firm’s activities.

* Aligning IT with the business strategy

» Implementing state-of-the-art solutions

* Providing information access

* Being a business visionary who drives business strategy

» Coordinating resources

N ¥
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01. IS Department

* Transition Environment
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02. IS Vulnerability

* IS Vulnerability
* Information resources (physical resources, data, software, procedures,
and other information resources) are scattered throughout the firm.
* Information is transmitted to and from the firm’s components.
Therefore vulnerabilities exist at many points and at any time.
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02. IS Vulnerability

* IS Vulnerability
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02. IS Vulnerability

* IT Security Terms

Backup An exira copy of the data andsor programs, kept in a
secured locationis).

DecTyption Tranglormation of scrambled code into readable data after
transmission.

Encryption Translormation of data into scrambled code prior to its
transmission.

Exposure The harm, loss, or damage that can resuli if something has
gone wrong in an information system.

PFault tolerance The ability of an information system to continue to operate

{usnally for a limited time and/or at a reduced lewvel)
when a failare ccoours.
Informaton #ystem The procedures, dewvices, or software that attempt o
controls ensure that the system performs as planned.
Integrity (of data) A guarantee of the acourmcy, completensas, and reliability of
data. Systemn integrity i provided by the integrity of iis
components and their integraton.

Fisk The likelihood that a threat will materalize.
Threats {or hazards) The warous dangers to which a system may be exposed.
Vulne rabdlity Given that a threat exists, the snsceptibility of the system to

harm cansed by the threat.
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02. IS Vulnerability

» System Vulnerability
* A universal vulnerability is a state in a computing system which either:
* Allows an attacker to execute commands as another user.
* Allows an attacker to access data that is contrary to the access.
restrictions for that data.
* Allows an attacker to pose as another entity.
* Allows an attacker to conduct a denial of service.
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02. IS Vulnerability

» System Vulnerability

« An exposure is a state in a computing system (or set of systems)

which is not a universal vulnerability, but either:
* Allows an attacker to conduct information gathering activities.
* Allows an attacker to hide activities; includes a capability that
behaves as expected, but can be easily compromised.
* Is a primary point of entry that an attacker may attempt to use to
gain access to the system or data.
* Is considered a problem according to some reasonable security

policy.
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02. IS Vulnerability

» System Vulnerability
 The vulnerability of information systems is increasing as we move to a
world of networked and especially wireless computing.
» Theoretically, there are hundreds of points in a corporate information
system that can be subject to some threats.
» These threats can be classified as
 Unintentional
* Intentional
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02. IS Vulnerability

» System Vulnerability
» Unintentional Threats
« Human errors
* Environmental hazards
» Computer system failures
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02. IS Vulnerability

» System Vulnerability
* Intentional Threats
* Theft of data
* Inappropriate use of data
* Theft of mainframe computer time
* Theft of equipment and/or programs
* Deliberate manipulation in handling
 Entering/processing/transferring/programming data
* Labor strikes
* Riots
» Sabotage
» Malicious damage to computer resources
* Destruction from viruses and similar attacks N~
» Miscellaneous computer abuses Q /‘
* Internet fraud. AN
* Terrorists’ attack
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03. Programming Attack

* Programming Attack
* Programming attack is implemented through the modification of a
computer program.
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03. Programming Attack

» Methods of Programming Attack on Computer Systems

Method

Diefiniticn

Wiorm

Trojan horse
salami slicing
Superzapping
Trap door

Logic bomb
Denlal of service
sniffer

Spoofing
Pasaword cracker
war dialing

Back doors

Maliclous applets

Secret instructions inserted into programs (or data) that are innocently run during ordinary
tasks. The sectet instructions may destroy or alter data. as well as spread within or
between computer systems.

A program that replicates itsell and penetrates a valid computer system. It may spread
within a network, penetrating all connected computers,

An illegal program, contained within another program, that “sleeps” until some specific
event ocours, then tmggers the fllegal program to be activated and cause damage.

A program designed to siphon off small amounts of money from a noumber of larger
transactions, so the quantity taken iz not readily apparent.

A;;leﬂncd of nsing a utility “zap” program that can bypass controls to modify programs or

ta.

A technique that allows for breaking into a program code, making it possible to insart
additional instmctions,

An instruction that triggem= a delayed malicious act.

Too many requests for service, which crashes a web site.

A program that searches for passwords or content in a packet of data as they pass through
the Internet.

Faking an e-mail address or web page to trick users to provide information or send money.

A password that tries to guess passwords (can be very successful).

Programs that automatically dial thousands of telephone numbers in an attempt to identify
one anthorized to make a connection with a modem: then someone can use that
connection to break into databases and systems.

Invaders to a system create several entry points; even if you discover and close one, they
can still get in through others.

small Java programs that misuse your computer resources, modify your file, send fake
e-mail, etc.
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03. Programming Attack

* Viruses
» The most common attack method is the virus a program that attaches
itself to (“infect”) other computer programs, without the owner of the
program being aware of the infection.
* It spreads, causing damage to that program and possibly to others.
* When a virus is attached to a legitimate software program, the

legitimate software is acting as a Trojan horse, a program that contains
a hidden function.
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03. Programming Attack

* Viruses
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| = e 2 i = 1

Ll A virus slarts when a programimer
wriles a program that embeds ilself ina
hosl program

L 3 The virus is sal ofl by aellhar a imeae
limil or some sel of circumslances, possibly
a simple sequance of computer operalions ¥ _/_;”r
by the usear. Then il doas whalavear the virus
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04. Protecting Information Resources

* Protecting Information Resources
* Information security problems are increasing rapidly, causing damage

to many organizations.

* Protection is expensive and complex.
» Therefore, companies must not only use controls to prevent and

detect security problems, they must do so in an organized manner.
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04. Protecting Information Resources

* Total Quality Management (TQM)
» An approach similar to TQM (total quality management) would have

the following characteristics:
* Aligned: The program must be aligned with organizational goals.
 Enterprise-wide: Everyone in the organization must be included.
 Continuous: The program must be operational all the time.
* Proactive: Use innovative, preventive, and protective measures.
» Validated: The program must be tested to ensure it works.
» Formal: It must include authority, responsibility & accountability.
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05. Corporate Security Plan

* Corporate Security Plan - Protecting

Public Media
Governmant Belations [+ e

Privacy Officer
Physical Security  (Jfessnssassed Security Officer |J-------+-+| Asset Management

Continuity Planning ("""

Public Media
Government Relations

_...eof| Asset Management

e ) Service Management

Manitoring |

Wl

Planning I Operations |

Architecturs

* Business * Request for # |ncident Response * Auditing
Requirements Proposals (RFP) ® Access Controlf # Raporting
* Education * Standards & Account * Systems
* Formal Guidelines Management Monitoring
Communications ® Technical ® Investigations * Security
» Governance Requirements/ » Standards/Solutions Testing

Policies Design Deployment
® Project * Technical Security ® Training &
Managsment Architecture Awarensss
* Risk Assessment ¢ Technology ® Vulnerability/
Solutions Management
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05. Corporate Security Plan

» Difficulties in Protecting Information Resources

# Hundreds of potential threats exisi, and they keep changing.

# Compuiing resources may be sitnated in many lomtions.

# Many individuals own or control information assets.

# Compuier networks can be ouiside the organization and difficalt to protect.

# Rapid technological changes make some controls obszolete a2 soon as they are
installed. Mew threats {e.g.. viruses) appear constanily.

# Many computer ciimes are undetected for a long percd of time, so it is difficalt
to leam from experience.

# People tend to viclite secunty procedures becanse the procedures are inconvenient.

# Many computer criminals who are caught go unpunished, so there 8 no deter-
rent effect.

® The amount of computer knowledge necessary to commit computer crimes is wsu-
ally minimal. A= a matier of fact, one @n learn hacking, for free, on the Internet.

# The cost of preventing some hazards can be wery high. Therefore, most organi-
zations simply cannot afford to protect against all possible hazards.

# It is difficult to conduct a cost-benefit justification for controls before an attack
cocurs gince it i8 difficult to assess the value of a hypothetical attack.

Information Technology for Management, Ed. 5, Efraim Turban et al., Wiley |
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05. Corporate Security Plan

» Defense Strategy - Protecting
» Knowing about potential threats to IS is necessary, but understanding
ways to defend against these threats is equally critical.
» Because of its importance to the entire enterprise, organizing an
appropriate defense system is one of the major activities of the CIO.
* It is accomplished by inserting controls (defense mechanisms) and
developing awareness.
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05. Corporate Security Plan

» Defense Strategy - Protecting
» The major objectives of a defense strategy are:
* Prevention and deterrence
* Detection
* Limitation of damage
* Recovery
* Correction
» Awareness and compliance
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05. Corporate Security Plan

» Defense Strategy - Controls
» Any defense strategy involves the use of several controls.
» These controls are divided into two categories general controls that
protect the system regardless of the specific application and
application controls that safeguard specific applications.

/ (!
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05. Corporate Security Plan

» Defense Strategy - Controls

| Dafense Control I

o

Application
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Application
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05. Corporate Security Plan

» Defense Strategy - Biometric
« How a biometric system works

Blomeiriz Device Extactaas, ————
Template Capre | .| preparea || 8dalsbaseor
preparation EnosEn template a smart card
blameste
Blometrs Dayvlca
Test subject Uve-scan | Btptr;c;rga;a, || Gompars with
vla amatching bkt from template arkginal emplats
& persan
Lz In Geta Sira
Application declslon [« malching || processed
making scare results

Information Technology for Management, Ed. 5, Efraim Turban et al., Wiley |

Management Information / 2013-2-WKU-MI-B15.pptx

05. Corporate Security Plan

» Defense Strategy - Internet Security
» The major objective of border security is access control.
» Then authentication or proof of identity and finally authorization which
determine the action or activities a user is allowed to perform.
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05. Corporate Security Plan

» Defense Strategy - Internet Security

» Security layers

1st layer

‘ Border security I

Network layer security

® \firus scanning

2nd layer

Authentication

i

Proof of identity

® Lsername/passwaorg

ard layer

Permissions bazed on identity

& User/group permissions

* Firewalls ® Password synchronization * Enterprise directories

* |ntrusion * Public key * Enterprise user administration
® \firtual private networking * Tokens * Rules-based access control

# Denial-of-service protection # Biometrics

# Single sign on
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06. Business Continuity

* Business Continuity
« An important element in any security system is the business continuity
plan, also known as the disaster recovery plan.

» Such a plan outlines the process by which businesses should recover
from a major disaster.
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06. Business Continuity

* Business Continuity
» The purpose of a business continuity plan is to keep the business
running after a disaster occurs.
* Recovery planning is part of asset protection.
 Planning should focus on recovery from a total loss of all capabilities.
* Proof of capability usually involves some kind of what-if analysis that
shows that the recovery plan is current.
« All critical applications must be identified and their recovery
procedures addressed.
» The plan should be written so that it will be effective in case of
disaster.
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06. Business Continuity

* Business Continuity Plan
» The plan should be kept in a safe place; copies should be given to all
key managers; or it should be available on the Intranet and the plan
should be audited periodically.
» One of the most logical ways to deal with loss of data is to back it up.
* A business continuity plan should include backup arrangements were
all copies of important files are kept offsite.
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06. Business Continuity

* Business Continuity Plan
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07. Auditing

* Auditing
» Implementing controls in an organization can be very complicated and
difficult to enforce.
» These and other questions need to be answered by independent and
unbiased observers.
* Are controls installed as intended?
* Are they effective?
* Did any breach of security occur?
» Such observers perform an auditing task.

o |
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07. Auditing

* Types of Auditors
* Internal auditor
* An internal auditor is usually a corporate employee who is not a
member of the ISD.
 External auditor
» An external auditor is a corporate outsider.
* This type of auditor reviews the findings of the internal audit.
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07. Auditing

* Types of Audits
» Operational audit
» Determines whether the ISD is working properly.
» Compliance audit
» Determines whether controls have been implemented properly
and are adequate.
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08. Risk Management

* Risk Management
* It is usually not economical to prepare protection against every
possible threat.
» Therefore, an IT security program must provide a process for
assessing threats and deciding which ones to prepare for and which
ones to ignore.
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08. Risk Management

* Steps of Risk Management

Step 1. Assessment of Assets

Cretermine the value and importance of assets such as data, hardware, software,
and networks.

Step 2. Yulnerability of Assets
Hecord wealknesses in the current protection system in viewr of all potential threats.

Step 3. Loss Amalysis

Assess the probability of damage and speciiy the tanagible and imMangible losses
that maw result

Step 4. Protection Analysis

Provide a description of available controls that should be consideraed, their
probability of successtul defense, and costs.

Compare costs and benefits. Consider the likelihood of damage occurring and the
succassiul protection from that damage. Finally, decide on which controls to install.

Step 5. Cost—Benefit Amalysis ‘I

Information Technology for Management, Ed. 5, Efraim Turban et al., Wiley |
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09. IT Security Trends

* IT Security Trends
* Increasing the reliability of systems
* Self-healing computers
* Intelligent systems for early intrusion detection
* Intelligent systems in auditing and fraud detection
* Artificial intelligence in biometrics
» Expert systems for diagnosis, prognosis, and disaster planning
» Smart cards




